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Victoria University chooses Thycotic to 
secure privileged access management 
foundation and ensure ease of adoption

Thycotic Case Study

Challenges
Assuming a newly created position of “ITS Security and Risk Assurance 
Director” in 2017, Nitin Singh recognised the need to move beyond 
the perception of security as purely an IT technical problem to a 
larger role as “advisors and guardians of Victoria University’s critical 
information assets.” Leading a small team of IT security professionals 
covering higher education and TAFE (Technical And Further Education) 
for Victoria University (VU), Singh identified governance, management 
and visibility around privileged user and account management as one 
of the key challenge in improving VU’s security posture.  

He discovered that password and privileged access management 
for privileged users across VU was manual, inconsistent and lacked 
oversight and audit controls.  He also found use of shared and default 
credentials across privileged accounts posed a significant risk, making 
VU an easy target for all kinds of cyber threats. With a background in 
banking and financial services, Singh understood the issues involved 
in implementing a Privileged Access Management (PAM) solution, 
especially the change management challenges surrounding getting 
IT admin and engineers on board with adopting new processes and 
technologies. “We’ve overcome that by adopting a practical, rational 
and risk based approach. Our mantra of using fit-for-purpose 
technology solutions led us to Thycotic.”

“Initially, we were reluctant to use a technology platform which had 
not long been launched in Australia.” Recalling his prior personal 
experience with the leading PAM solutions at that time and the 
expenses they incurred, Singh began to see Thycotic as an excellent 
choice for VU’s purposes. 

“I had a chat with a couple of other suppliers and partners who I usually 
talk to,” he explained, “and everyone was saying Thycotic Secret Server is 
an emerging solution and some people are quite tuned to it.  We started 
looking at how Secret Server was being used, where it has been applied, 
and how quickly you could apply it. That’s where it changed for us.”

Solution
Singh found Thycotic’s ease of use and deployment to be the best fit for VU compared with more expensive and 
complex alternatives. 

Singh started using Secret Server as a vault to protect password access and found implementation to be 
immediate and straightforward with outstanding support from Thycotic.
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Background
Victoria University (VU) in 

Melbourne, Australia provides 
vocational and higher education 
to more than 42,800 students, 
including 13,500 international 

students. Known for its innovative 
approach to education through 

the unique VU Block Model, VU is 
a leader in challenging traditional 

methods with new business 
processes and interactive teaching 
technology that is attracting high 

achievers among its students. 

Thycotic was our preferred 

PAM platform to start with 

because of its ease of use, 

ease of deployment and  

low-cost model.

Nitin Singh 
Director, VU Cyber, Victoria University

https://www.vu.edu.au/study-at-vu/why-choose-vu/vu-block-model
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Thycotic is focused on the most vulnerable attack vector – privilege. With Thycotic you can adopt a multi-layered approach that 
covers your privilege security needs from endpoints to credentials, ensuring protection at every step of an attacker’s chain.

CASE STUDY: VICTORIA UNIVERSITY 

“We didn’t need a consulting partner or an army 
of people to implement and customise PAM for 
our environment with Thycotic,” Singh explained.  
Beginning with just a few critical secrets, Singh has 
expanded Thycotic to a premium licensing model that 
extends PAM functionality across the organisation. 
With nearly 95% coverage across core IT systems and 
platforms, VU is now extending use of Secret Server 
to critical business applications.

“We were able to start small, get our IT staff comfortable 
with the product and are now expanding use of 
Thycotic across our critical business applications. We 
got the basics right from the start and made sure we 
were consistent in adoption across our IT teams first.”

Singh recommended that anyone implementing a 
PAM solution with Thycotic look at it from a change 
management perspective. He suggests the path to 
success starts with identifying the early adopters 
from the technology team and getting their buy-in 
upfront. Then making sure the teams with resistance 
who find it difficult to let go of the age old, insecure 
in-house methods understand the risks and are 
supported with proof of concept for specific areas. 

“For any organisation to successfully role out PAM,” 
emphasised Shahbaz Raza, Project Manager for VU’s 
cyber security program of work, “you should focus on 
end-user adoption and training upfront. That means 
it is critical to identify the right stakeholders from the 
tech team and get their buy-in up front.” 

The other critical issue for a successful PAM 
implementation according to Raza focuses on the 
user experience side and having IT team members 
conduct a pilot to help onboard them.  “The pilot 
phase really helped us with Thycotic,” he said. “The 
user experience was relatively seamless when it 
comes to functionality, along with the timely tech 
support we got from Thycotic.”

How quickly and easily the solution works, as well as 
getting the appropriate support whenever users have 
questions, is the formula for success. “Successfully 
engaging the right people upfront made our lives 
pretty easy,” Raza remembered. “We were able to roll 
out Secret Server to key technical team members in a 
phased approach and that helped quite a bit.” 

Business Impact
“Implementing the Thycotic PAM solution in IT has 
gradually changed the mindset of our sys admins 
and the University as a whole, “ he emphasises. 
“We’ve overcome any initial resistance to change in IT, 
and now we are moving to improve security for the 
rest of the organisation where our business systems 
admins are using Secret Server across HR and finance 
systems,” he continued. “I’ve not been hearing 
anything negative or any resistance, so it seems that 
they are just simply jumping on it.”

Singh emphasised that Secret Server has been 
working well and been effectively well integrated into 
the daily tasks of the IT Team,  “Any initial resistance 
has evaporated now, and our IT group uses it as a 
‘business as usual’ tool. Once they learn Secret Server 
they see the efficiencies they gain in making their life 
easier.” If anyone runs into problems or issues, Singh 
said, Thycotic support is there to help. 

Singh noted that Thycotic Secret Server has become 
much more than a privileged credential vault. 
“We are now planning to extend its use for access 
governance, session recording and integration 
with our SIEM solutions. It has brought in much 
needed simplification and consistency, along with 
strengthening VU’s security posture.”

In addition, the IT group has been encouraging cyber 
security awareness among faculty and students, 
asking them basic questions about security, testing 
them with sample phishing emails and probing their 
concerns - as a way of opening the conversation and 
getting them to focus on their own habits and 
processes in handling passwords and credentials.

Wrap Up
Getting the proper PAM foundation in place is the key 
to success when introducing a new solution, according 
to Singh.  “Once you educate your staff and they 
understand the reasoning behind it,” he explained, 
“you get regular adoption and people gain confidence 
in doing their jobs right.  And, that acceptance can only 
be achieved when you provide them with the basics.” 

“For me, implementing Thycotic Secret Server is a good 
success story internally as well,” Singh concluded.   
“I was successfully able to get my internal team to 
adopt a new PAM platform. It’s now produced a 
cadence so that if we were to bring in another product, 
our team is much more willing and open to accept it.”




