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Secure Remote Access
Enforce Zero Trust for Remote Workers and Third-Party/Vendor Access.

Organizations often use third-party contractors to supplement their internal teams. This creates 
challenges, including account creation for contractors, granting the appropriate level of access, rights 
management and contractor off-boarding as well as creating workflows that are manually intensive 
and unsafe from a security and compliance perspective IT teams spend a lot of time manually 
setting up accounts for a contractor and must keep tabs on when contractor access needs to expire. 
Furthermore, compliance and risk assessment teams often struggle to collect data to demonstrate 
policy compliance.  Thycotic Remote Access Controller simplifies and automates the management 
of remote workers accessing the IT resources they need to be productive and secure.  It centralizes 
session authentication, clientless recording, and auditing for both RDP and SSH connections and 
implements Just-in-Time privileged access controls all within a centralized user portal. 

Tighten Security   
Deploy without agents for rapid time 
to value. 

Secure access with modern SSO and 
MFA authentication techniques. 

Record, review, and audit all user 
activity for all connections. 

Restrict usage of specific SSH 
commands on UNIX servers and 
containers.

Frictionless Onboarding    
Discover and import existing 
accounts on both Windows and Unix 
servers and containers.     

Integrate existing MFA, SSO, AD, Okta, 
Ping, YubiKey, and Duo solutions. 

Leverage out-of-the-box container 
support for Docker and Kubernetes. 

Centralize access to servers for all 
remote users with an intuitive user 
portal. 

Shrink the Attack Surface    
Limit access to servers based on the 
users’ IP, geo-proximity, geo-location, 
and browser type. 

Reduce the number of privileged 
accounts on servers and containers. 

Grant temporary remote access to 
contractors, third-parties, and remote 
employees. 

Identify Risk and Stay 
Compliant     
Audit when servers are accessed and 
by whom. 

Set customizable notifications to 
alert when specific user patterns are 
detected. 

Easily identify inactive or orphaned 
accounts that should be removed. 

Meet compliance mandates with 
auditable logs and out-of-the-box 
reports. 
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Secure Access 
Layer in MFA, SSO, and  

biometric authentication 

Intuitive Design 
Balance security with  

ease-of-use and  
reduce user friction 

Start Fast 
Deploy quickly without  
the need for additional  
infrastructure or agents
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Become a Self-Sufficient Security Champion 
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Thycotic is focused on the most vulnerable attack vector – privileged accounts. With Thycotic, you can adopt a multi-layered approach 
that covers your privilege security from endpoints to the cloud, ensuring protection at every point of the privileged attack surface. 

REMOTE ACCESS CONTROLLER: OVERVIEW

REMOTE ACCESS CONTROLLER

Enforce Zero Trust for Remote Workers

Secure Remote Access - Record, review, and audit 
all RDP and SSH remote access sessions for Windows 
and Unix based servers and containers. Confidently 
grant temporary access with automated time-based 
expiration. 

Centralize Access - Intuitive user portal seamlessly 
integrates with existing SSO, MFA authentication 
techniques to streamline and secure access to servers 
and containers.    

Start Fast - No need to deploy agents or install 
software on any endpoints or servers.  Discover and 
import existing accounts on both Windows and Unix 
servers and containers.   

Highlight Risk - Analytics dashboards highlight risks 
for both users and servers and containers.  Out of the 
box reports, event logging, and risk scoring provide 
critical insights that measure security and compliance 
performance. 

CLOUD ACCESS CONTROLLER

Intelligent web application security 

Least privilege - Define and implement consistent 
and centralized security policies that govern user 
privilege and access grants across all web apps. 

Increase Security - Secure custom and legacy web 
apps using modern authentication techniques.  
Integrate SSO, MFA, and directory solutions without 
having to write a line of code.  

Granular Controls - Limit precisely what data or 
objects users can read or interact with.  Require 
approval before users can access impactful web 
elements. Restrict access based on OS, browser type, 
IP address, and more.   

Zero-Trust - Implement modern MFA techniques and 
just-in-time access controls before providing access to 
critical web apps and sensitive data.  Record, review, 
audit all sessions. 

DATABASE ACCESS CONTROLLER

Centralized Connection Security for Databases 

Unified Security - Protect your most sensitive 
information with centralized security for all modern 
databases. 

Secure Access - Seamlessly integrate MFA and SSO 
and enforce just-in-time-based access. 

Reduce Risk - Proxy database access through a 
centralized web-based user portal. 

Increase Awareness - Leverage out-of-the-box 
reports, log and audit access activity, set up alerts and 
notifications for critical events. 


