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Thycotic Secret Server Cloud
Loyola University Maryland Case Study

University makes quick, smooth transition from Secret Server  
on-premise to Secret Server Cloud

Challenges
Loyola University Maryland initially deployed the 
on-premise version of Secret Server to gain control 
over privileged credentials used by the Technology 
Services team.

“We had several admin and service account users and shared 
accounts to manage,” Tim Enders, Senior System Engineer, recalled. 
“We needed a privileged access management solution to keep our 
systems safe while allowing multiple users to securely access our 
assets.”
 
Secret Server enabled the Loyola team to identify all service, 
application, administrator, and root accounts to help reduce sprawl. 
The team establish a secure, encrypted vault to store privileged 
credentials, ensured passwords were managed and rotated 
consistently as well as an audit trail.
 
In 2018, Loyola’s IT team members focused on building out cloud 
implementations wherever possible.

“Thycotic Secret Server Cloud offered us a mature PAM solution that fit 
with our cloud strategy,” he noted, “and gave us all the advantages that 
come with a cloud deployment.”

CASE STUDY:
SECRET SERVER CLOUD

Background 

Loyola University Maryland is a 
private university founded by 

the Jesuits in 1852.  With nearly 
5,000 students and more than 400 

faculty, the university maintains 
four campuses in the Baltimore 

metropolitan area. 

Tim Enders, Senior System 
Engineer in Loyola’s 55-member 

Department of Technology 
Services, serves on the IT 
infrastructure team and is 

responsible for authentication and 
security for servers and storage.  

Having spent more than 20 years at 
Loyola, he has been a customer of 
Thycotic Secret Server on-premise-
and daily user for the past six years 

when the team transitioned to 
Secret Server Cloud.  
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Thycotic is focused on the most vulnerable attack vector – privilege. With Thycotic you can adopt a multi-layered approach that 
covers your privilege security needs from endpoints to credentials, ensuring protection at every step of an attacker’s chain.
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“I was able to shift  
my workload from  

mechanical maintenance 
to spending more time 
providing service to my 
users. Plus, I really like 

the intuitive user  
interface with Secret 

Server Cloud.” 
-Tim Enders, Senior Systems 
Engineer, Loyola University 

Maryland

Solution
While Enders was confident about the decision to move to Secret 
Server Cloud given his extensive experience with the on-premise 
version, the transition was carefully planned. 

“Our CISO conducts a security audit of each of our vendors,” he said, 
“and she wanted to make very certain we were absolutely buttoned 
up when making the transition.”

“We set up the Secret Server Cloud environment in about a week or 
so and the actual migration took only a day,” Enders explained.  “We 
put a change hold on Secret Server on premise, and the move to the 
cloud was accomplished without a hitch. In fact, it’s probably one of 
the smoothest SaaS migrations I’ve experienced.”

Enders pointed to the exceptional attention he got from the Thycotic 
support team throughout the process. “Thycotic support people are 
fantastic,” he said. “They helped us make sure the migration was 
successful.”

Business Impact
The benefits of moving to Secret Server Cloud were 
immediate and lasting, according to Enders. 

“I was able to shift my workload from mechanical 
maintenance to spending more time providing 
service to my users,” he emphasized.  “Plus, I really 
like the intuitive user interface with Secret Server 
Cloud.”

Enders also cited a greater confidence in ensuring 
high availability of Secret Server Cloud in the event 
of a university service disruption, saying he felt 
much more “disaster resistant” with the move.

Wrap Up
“Secret Server has been our enterprise PAM solution 
from day one,” Enders summarized, “and it’s always 
been a powerful but easy to use product for us---and 
we use it every day.”  
 
He said Secret Server has proven “invaluable” in 
protecting privileged credentials especially when 
it comes to managing staff turnover.  He can 
immediately see where and when an ex-employee 
accessed credentials and what passwords to reset.

“We made a quick transition to Secret Server Cloud 
without a problem,” Enders concluded, “and I would 
recommend it to any organization looking for a PAM 
solution in the cloud.”


