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LAW FIRMS ARE THE NEWEST 
TARGET FOR CYBER-CRIMINALS. 
HERE’S HOW TO PROTECT YOUR CLIENT DATA.

Corporate counsel, and the C-suite 
to which they report, are becoming 
increasingly mindful of cybersecurity 
risk. They are starting to demand that 
their outside counsel adhere to strict 
security protocols and undergo 
in-depth evaluations.”

Legal Tech News, 
May 2017 CIO, 

Equifax Credit Services

OVERVIEW

Law firms have become prime targets for cybercriminals 
set on stealing and monetizing confidential information, 
from market-moving M&A intel to sensitive patent filings.  
With more than 60% of all breaches today involving 
compromised user and privileged account passwords, 
it’s imperative that law firms take immediate action 
to secure access to client data and records. Thycotic 
Privileged Access Management (PAM) solutions help 
law firms protect these accounts, secure passwords and 
implement least privilege policies to prevent breaches 
from outside attacks and insider abuse.

CHALLENGE

Two recent cyber security incidents involving law firms 
have highlighted the accelerating risks to law firms from 
hackers and cyber criminals.

• The largest data breach in 2016 known as the “Panama 
Papers” leaked 11.5 million files and 2.6 terabytes of 
information exposing confidential client information 
and capturing headlines worldwide.

• A December 2016 law firm breach saw Chinese hackers 
use stolen information about merger deals to make over 
$4 million by discovering stocks about to soar in value.

Yet, according to a 2016 ABA technology report, law firms 
today often lack proper cybersecurity controls and are 
therefore vulnerable. Consider the risks: 

• 26% of large firms (500 or more attorneys) have 
experienced a breach;

• 45% of all law firms reported infection from viruses or 
malware;

• <50% of law firms have formal policies in place for 
proper computer, internet, and email use;

• Only 18% of law firms report having any type of full 
security assessment;

• 29% reported having no antivirus on their desktops or 
laptops

Because of high profile breaches, clients are now 
demanding that law firms comply with proper 
cybersecurity protections---or they threaten to take 
their business elsewhere to more secure legal counsel 
environments.

A lawyer shall make reasonable 
efforts to prevent the inadvertent 
or unauthorized disclosure of, or 
unauthorized access to, information 
relating to the representation of a 
client.” - ABA Model Rule 1.6 (c)
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SOLUTION

Protecting your “keys to the kingdom” with 
Thycotic

Thycotic’s Privileged Account Management (PAM) 
security solutions focus on protecting your privileged 
accounts and safeguarding the elevated access they 
provide to your network.  Privileged accounts are 
basically any type of administrator-like account on any 
device connected to your organization’s network, storing 
sensitive or critical data.  Nearly every device in your 
network has an administrator account on it, from your 
desktop/laptop, routers, switches, firewalls, and even 
certain types of desk phones.  

These privileged accounts must be discovered, managed, 
controlled, and protected since they are highly targeted by 
cyber criminals and hackers and represent the “keys” to 
your client information.

Thycotic delivers comprehensive Privileged Account 
Management solutions that secure privileged account 
passwords, and lock down applications, endpoints and 
OS configurations, helping to meet ABA cybersecurity 
recommendations.

Build a strong cybersecurity program foundation

Beyond risk assessment guidelines, it’s imperative that 
law firms begin to develop an information security 
framework based on standards such as ISO 27001 or 
the CIS Critical Security Controls.  These standards 
provide best practices for implementing a cybersecurity 
program, along with procedures, policies, and practices 
for securing information in the firm.

Thycotic can help protect client data with key 
cybersecurity controls that provide a framework for 
safeguarding confidential information at law firms.  The 
chart here shows where Thycotic can help meet specific 
CIS security controls recommendations.

Center for Internet Security, Critical Security Controls Can Help 
Meet

CSC 1: Inventory of Authorized and Unauthorized Devices ü
CSC 2: Inventory of Authorized and Unauthorized Software ü
CSC 3: Secure Configurations for Hardware and Software on Mobile Devices, Laptops, Workstations 
and Servers ü

CSC 4: Continuous Vulnerability Assessment and Remediation ü
CSC 5: Controlled Use of Administrative Privileges ü
CSC 6: Maintenance, Monitoring, and Analysis of Audit Logs ü
CSC 7: Email and Web Browser Protections ü
CSC 8: Malware Defenses ü
CSC 11: Secure Configurations for Network Devices such as Firewalls, Routers, and Switches ü
CSC 14: Controlled Access Based on the Need to Know ü
CSC 16: Account Monitoring and Control ü
CSC 18: Application Software Security ü
CSC 19: Incident Response and Management ü
CSC 20: Penetration Tests and Red Team Exercises ü
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Secure Vault
Secure the accounts that give employees privileged 
access.

Discovery and Automation
Discover privileged accounts that you didn’t know exist 
today.

Session Control
Proxy, record, and monitor active sessions to your critical 
infrastructure.

Access Workflow
Add access approval workflows to your most sensitive 
accounts.

Behavior Analytics
Alert your security team to unusual behavior on your 
privileged accounts.

Least Privilege
Tools to help you efficiently operate under least privilege.

Application Control
Allow users to install and update approved software only.

User Management
End user active directory password reset and  group self 
management.

To learn more about how you can protect your law firm client data and confidential information, visit Thycotic.com      


