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Proactive Privilege Management

FOR K-12 SCHOOL 
SYSTEMS
Protect Critical Systems and Provide Appropriate 
Access for Students, Teachers, and Parents

OVERVIEW
K-12 school systems want to focus on educating 
young minds and ensuring their physical safety. 
Cyber incidents complicate and interrupt this 
core mission. 

You must ensure your community of students, 
faculty, administrators, parents, and guardians has 
access to the resources they need for educational, 
extracurricular, and administrative activities. At the 
same time, you need to prevent malicious actors from 
accessing sensitive data and systems. You also need to 
comply with compliance regulations, such as FERPA, 
in order to ensure accreditation and basic security 
requirements. 

The frequency and ferocity of cyber attacks has 
increased significantly in the last few years.  There have 
been more than 270 incidents against educational 
institutions since 2016.1 These range from Denial of 
Service (DoS) attacks, to crimeware, privilege misuse 
and tainted web applications, and have been primarily 
executed using hacking techniques, malware, and 
social engineering.2

The rise of ransomware attacks has been particularly 
dramatic. From 2016 to 2017, ransomware attacks 
increased more than 90%3, and between 2015 and 
2017 the financial impact of ransomware increased 
by more than 1,400% to $5 billion.4 All told, 2.6 
billion records were lost, stolen or exposed across 
the globe in 2017, an increase of 88% over the 
previous year.5 

Many school systems find themselves reacting 
after a breach has occurred. The longer the time 
between the breach and your discovery, the more 
time consuming and costly it is to return to normal 
operations. You can become proactive, even if your 
school system runs on a mix of legacy systems and 
you have limited time and resources.

This whitepaper demonstrates how you can 
protect access to sensitive data and systems, 
ensuring you meet security and compliance 
requirements while also reducing the risk of a 
cataclysmic breach
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THE LURE OF 
PRIVILEGED ACCOUNTS

IN LARGER SCHOOL 
SYSTEMS

HUNDREDS OF
THOUSANDS
OF PRIVILEGED 
ACCOUNTS EXIST IN ANY 
NUMBER OF LOCATIONS

IT administrators in a K-12 environment have privileged 
accounts that allow them to access workstations, servers, 
switches, firewalls, routers, applications, and/or database 
servers to manage devices and troubleshoot problems. 

In addition, local administrative accounts on workstations 
allow teachers, staff and students to download and run 
applications and access information. Privileged accounts 
also allow databases, applications, and infrastructure to 
authenticate and exchange information automatically.

In larger school systems there can be hundreds if not 
thousands of privileged accounts in any number of locations. 
When left unmanaged they pose a major security risk.

Computers and mobile devices using privileged accounts to 
access resources can be an entry point for cyber criminals. 
Once inside, threat agents can access personally identifiable 
information (PII) and confidential personnel, healthcare, 
and financial information. Exposing this information 
can have far-reaching consequences, since it impacts not 
only educational and administrative staff, but also adult 
guardians and minors. 

If malicious actors gain high-level, administrative access to your computer systems they can alter data, 
remove access, cripple key systems, or even hold them for ransom. If a device retains local administrative 
credentials, a hacker can leverage those credentials to masquerade as a high-level user, circulate 
throughout your network, and gain access to make unauthorized changes. They can even change logs to 
cover their tracks.

By implementing a comprehensive privilege management strategy, you make it harder to steal privileged 
credentials, easier to identify if someone has gained unauthorized access, and possible to contain the 
impact of a cyber breach. Even if a user gains access to a network, without privileged credentials, they 
will have limited ability to cause damage.
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OVERCOMING PRIVILEGE 
MANAGEMENT CHALLENGES 
IN A K-12 ENVIRONMENT

With technology broadly distributed to people with 
varying levels of familiarity and sophistication in cyber 
security best practices, the opportunities for abuse are 
high in a K-12 environment. 

Sometimes abuse comes from within: a rogue system 
administrator, overly entitled school administrator, 
disgruntled former employee, or curious student. On 
average, former employees retain access to internal 
systems for nine months after leaving a job. Coupled 
with “privilege creep” (retaining access to systems you 
shouldn’t), these excess privileges are a major security 
concern.

How vulnerable are your staff and students to social 
engineering strategies that open the door to cyber 
attacks? A recent study by Trend Micro found that 91% 
of successful hacks and data breaches were the result 
of phishing,6 targeted emails cleverly designed to trick 
recipients into revealing passwords or inadvertently 
granting access to secure systems. 

Protecting against this type of attack becomes even 
more important for educational institutions since your 
students may not yet understand the implications of 
clicking on shady links or be able to discern a legitimate 
web site from a nefarious one.

ACTIONS TO TAKE
In your security plan, it’s important to consider every 
stage of a user’s lifecycle, from the first day they receive 
access to when they leave the school system. Make sure 
all privileged passwords are sufficiently complex, store 
them securely, and rotate them regularly.

Machines provided to students or staff should be 
configured according to a least privilege policy, 
removing unnecessary administrative rights, including 
those which are hidden or hardcoded.

• Create complex privilege 
passwords, rotated regularly

• Configure to a least privilege policy

• Provide ongoing cyber security 
training

CHALLENGE: THREATS DON’T ALWAYS COME FROM THE OUTSIDE
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A least privilege policy will prevent educators 
and students from accidentally (or intentionally) 
downloading resources which should be off limits 
or increase their security risk, and prevent potential 
malware from executing before it takes root within a 
system. 

Keep in mind: even in a least privilege environment, 
educators must have flexibility to access and manage 
apps and software they use to teach, record grades, 
and conduct administrative tasks. Removing local 
admin rights from their devices can cause unnecessary 
disruption if it prevents them from using the tools they 
require to do their jobs. Through a combination of 
blacklists, whitelists and greylists, advanced application 
control helps your school or education department 

identify evil software and apps, grant permission to 
benevolent ones, and quarantine questionable ones.
When students graduate, teachers leave, or roles 
change, immediately revoke access and change all 
privileged accounts the person and their device had 
access to. 

For students and staff, mandatory, ongoing cyber 
security training builds awareness about cyber 
threats and your cyber security policies. Within a 
comprehensive training program, make sure you 
include resources about password protection, phishing 
attacks, and malware. Share training resources, such as 
the eBook Cybersecurity for Dummies. The more 
aware and empowered your school community is, the 
better they will be able to protect against cyber threats.

ACTIONS TO TAKE
You can limit the extent of a breach by limiting which 
third-party applications and people have access to 
which of your internal systems. Control and rotate 
credentials which allow them to connect, and make 
sure they don’t have excessive administrative rights. 
You may want to add in an additional layers of internal 
approvals to allow third parties to access your systems. 
You can also monitor and record third-party access so 
that you have an audit trail.

• Limit access to third-party 
applications

• Control and rotate credentials

• Add layers of internal approvals

• Monitor and record third-party 
access for audit trail

CHALLENGE: THIRD-PARTY ACCESS AND INTEGRATION
Many educational institutions rely on multiple third 
parties to manage parts of their operations, integrating 
with in-classroom technology (such as web apps and 
smart boards), online learning, and student information 
systems. Administrative technology includes HR and 
payroll systems, and even point-of-sale (PoS) systems 
for school lunches, PTA activities and more.

Third parties may be susceptible to cyber attack, which 
can then extend to your network through connection 
points. Any one of these systems can become a point of 
failure, since you’re only as strong as your weakest link.

https://thycotic.com/resources/wileys-dummies-cybersecurity/
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ACTIONS TO TAKE
Through the use of a privilege account management 
solution, you can update your policies as needed to 
meet regulations, update users’ access and perform 
audits to demonstrate your compliance. You can meet 
requirements not only for a one-time audit but also 
over time, as roles and policies change.

With least privilege: 
• Update Policies to meet regulations
• Update users’ access and perform 

audits

CHALLENGE: CYBER SECURITY AND PRIVACY REGULATIONS
The Family Educational Rights and Privacy Act 
(FERPA)7 stipulates who is allowed to have access to 
students’ educational records, and which records they 
are allowed to view. It places limits on some records to 
ensure that students’ privacy is maintained and to limit 
unauthorized access. Schools are required to protect 
this information, and prevent access to personally 
identifiable information in accordance with the rules 

set out in FERPA. As an elementary and secondary 
educational institution, you are required to protect 
student information under this act.

In addition to federal regulations, most education 
departments are required to conform to policies and 
procedures mandated by state, county, city or other 
municipal jurisdictions.

CHALLENGE: LIMITED TIME AND LIMITED RESOURCES
Most educational institutions have to get by with less. 
Few school systems have the luxury of keeping all parts 
of their system infrastructure current, let alone ahead 
of the curve. This often results in a patchwork of legacy 
systems which need to work seamlessly together and 
may harbor serious vulnerabilities. SecurityScorecard’s 
analysis of the security frailty of 552 local, state and 
federal organizations highlights dangerous delays in 
replacing outdated software, and patching existing 
software.8

Urgent security threats rarely happen at a time when 
there is budget set aside to deal with them. As such, 
school systems find themselves scraping together a 
budget to deal with a crisis. Cleaning up the mess of 
a breach is much more expensive after the fact; the 
average cost of a breach is $1.23 million, according to a 
Kaspersky Lab survey.9
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ACTIONS TO TAKE
If you have a small team and limited resources, you 
don’t have time to manually rotate passwords or comb 
through audit logs to build reports. It’s essential to 
implement systems which save you time and deliver 
rapid return on investment. Look for systems that are 
simple to deploy and manage over time. Make sure they 
can connect to and manager your legacy systems as part 
of a comprehensive solution. 

• Implement systems to save time 
and deliver rapid ROI

• Look for systems simple to deploy 
and manage 

• Ensure systems can connect and 
manage your legacy systems

THE RISK OF INEFFECTIVE 
PRIVILEGE MANAGEMENT
With no privilege management solution in place, 
administrative officials may save passwords in excel 
spreadsheets, share credentials via email, or ask 
“Jimmy” for a password when needed, exposing 
themselves to a cyber attack.

Some schools and school systems just getting started 
with privilege protection may rely on consumer-grade 
password management tools. 

Unfortunately, these tools lack the capabilities to 
monitor and audit a large, complex, distributed 
workforce with shifting needs and changing 
responsibilities. What’s more, consumer-grade 
password managers are not designed to manage 
credentials for non-human accounts, such as service 
accounts, application accounts, or root accounts – the 
privileges that provide access to your most critical 
infrastructure.
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GET STARTED WITH 
DISCOVERY TOOLS
Discovery tools help you understand who has privileged access to which resources and which 
systems have excessive privileges that could be exploited. Once you have full visibility you can 
prioritize your actions.

Find out what you need to know about your school’s security vulnerabilities so you can launch your privilege 
management strategy right away.

WEAK PASSWORD FINDER FOR ACTIVE DIRECTORY
Get your free Weak Password Finder Tool from Thycotic to quickly and easily identify the riskiest passwords 
among your Active Directory users.
https://thycotic.com/solutions/free-it-tools/weak-password-finder/

PASSWORD STRENGTH CHECKER
How strong are the passwords you’re using? This free online password checker lets you immediately determine 
the strength or weakness of any password in seconds.
https://thycotic.com/resources/password-strength-checker/

BROWSER-STORED PASSWORD DISCOVERY TOOL
Quickly write out and easily identify risky storage of passwords in web browsers among your Active Directory 
users, including top-10 common machines with browser-stored passwords, and more.
https://thycotic.com/solutions/free-it-tools/browser-stored-password-discovery-tool/

https://thycotic.com/solutions/free-it-tools/weak-password-finder/
https://thycotic.com/resources/password-strength-checker/
https://thycotic.com/solutions/free-it-tools/browser-stored-password-discovery-tool/
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LEARN MORE ABOUT THYCOTIC’S 
END-TO-END PRIVILEGE MANAGEMENT 
SOLUTION FOR K-12 SCHOOLS
K-12 schools throughout the country rely on Thycotic’s award-winning 
privilege management solution. 

SECRET SERVER
Privileged Account Security and Password Protection   
Set strict, granular permissions for each user who has access to systems that store information. 
Securely create, manage, and store credentials used by users and systems to access and share data.

PRIVILEGE MANAGER
Least Privilege and Application Control   
Implement and maintain least privilege best practices on servers and endpoints to segment and 
protect data. Policy-based application controls allow users to do their jobs without requiring unneeded 
access or local administrative rights.

PRIVILEGE BEHAVIOR ANALYTICS
Proactively Detect Breaches and Prevent Data Theft   
Analyze use and distribution of privileged accounts and access across your organization. Detect 
anomalous behavior to prevent breaches before they cause damage.

We help schools systems manage thousands of 
credentials centrally and securely with an encrypted 
password vault, supported by enterprise-level 
privilege account management controls such as 
discovery, rotation, monitoring and recording. 

In addition, schools can implement and enforce 
a least privilege policy on endpoints and servers 

with policy-based application controls, including 
whitelisting, blacklisting, and greylisting. As a 
result, staff, students and parents can continue 
to access the applications and systems they need, 
without requiring administrative privileges and 
without waiting for approvals or support from a 
helpdesk team.
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