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BACKGROUND

Telstra Super is Australia’s largest corporate 
Superannuation (employee pension) Fund for more than 
100,000 Telstra employees, friends and family members. 
With over $20 Billion funds under management, 
Telstra Super is regulated much like a bank but with 
the unique challenge of being only a 250 user 
organisation. Competing in the Superannuation 
(employee pension) industry, Telstra Super IT 
operations must make the most efficient use of limited 
resources to stay competitive. 

As Telstra Super's IT Security Manager since 2015, 
Ray Bowden performs a variety of duties such as 
writing policies for Cloud adoption, implementing 
two-factor authentication, and managing security 
platforms like Splunk and Nessus.  He is one of four IT 
team members that include a Head of Data 
Governance, Risk & Security; Risk Manager; IT 
Security Manager; and Data Governance Lead.

CHALLENGES

Tesltra Super had been relying on a combination of 
built-in Microsoft capabilities in Active Directory, 
plus a local password vault (Keypass). But an audit 
requirement around better password management 
practices prompted a search for a more robust and 
effective solution. 

It was an important step since audit has visibility at the 
Board level, and failing an audit requirement would raise 
issues of concern at the highest levels.

“As we looked to the market on Privilege Account 
Management it quickly became apparent we could realize 
a multitude of other benefits if the right product 
was selected,” Bowden recalled. “It was imperative we not 
only meet our audit obligation but also choose a 
password management platform that was easy to deploy 
and use, and could be adopted quickly into our business.”

SOLUTION

In reviewing the marketplace for password management 
solutions, Telstra Super soon recognized that it had to 
expand its selection criteria to look more holistically at 
privileged account management.  And this is where 
Thycotic Secret Server stood out as the right choice, 
according to Bowden.

“We had to ensure we selected a mature, reliable 
solution around one of our most valuable assets
—privilege accounts—that would meet our robust 
automation and change management needs,” he said. 
“But we also wanted a slick interface that users would be 
comfortable using on a daily basis.”

As a 250 user organisation, a Secret Server proof of concept 
was running in a matter of hours, Bowden explained. 
“The single most exciting feature that convinced our 
staff to choose Secret Server was its Web Form Filler,” 
he said.  “Once we demonstrated how easy it was to 
populate logins securely with the click of button, the value 
of Secret Server was clear to everyone.”

Secret Server also provided insight into how many 
privilege accounts existed at Telstra Super, and the 
maturity of its security policies related to password 
complexity, rotation and role-based access.
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Thycotic Secret Server has turned out to be a 
very wise investment for Telstra Super, and 
we continue to see more benefits over time as 
we mature our practices and leverage all its 
capabilities. Originally deployed due to an audit 
requirement, Secret Server soon delivered 
additional benefits, helping us solve many other 
business challenges.”

Ray Bowden, IT Security Manager,  
Telstra Super
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Today, Secret Server fulfills a variety of critical funtions 
for Telstra Super, providing a secure central repository for 
all passwords and secrets. The Technology teams leverage 
Secret Server key knowledge, capbabilites, and insights on 
a daily basis including:
• Knowledge around privilege accounts and their use
• Automation around discovery and rotation of those

accounts
• Fast, easy report generation for visibility into privileged

accounts
• Granular control of how and who has access to those

credentials

BUSINESS IMPACT

Throughout the organization, Secret Server serves as a 
single version of the truth for privileged account access 
on the Telstra Super network, automating the password 
process and improving the general security hygiene 
around privilege management.  Telstra Super also tracks 
adoption of the platform by end users, and it has seen 
steadily rising adoption rates as the benefits of Secret 
Server become evident to end users through formal or 
informal channels.

This has resulted in numerous efficiency gains, according 
to Bowden, around the use and sharing of secrets among 
teams, and doing so in a secure manner. The company’s 
Continous Integration & Deployment platform, for 
example, leverages the Secret Server API to pull privilege 
credentials at runtime while reducing the impact when 
passwords need to change. Telstra Super now stores SSL 
Certificates as secrets in Secret Server, setting expiry and 
alerts to ensure the appropriate governance.

One of the greatest challenges facing the IT team around 
privileges was maintaining separate passowrd vaults for 
each department and the sharing of credentials. Previous 
solutions were disparate and when credentials needed to 
be shared, Telstra Super would often have to violate policy 
and copy them into emails or put on post-it notes to share.  
Secret Server’s single platform resolves this issue, and 
eases the administrative burden by allowing the secure 
management of credential use for all teams.

Telstra Super regularly runs reports against all secrets 
and how they compare to current policies.  This indepth 
reporting enables Telstra Super management to gain 
visibility and awareness that helps ensure privilege 
management policies are adhered to, and it is meeting 
legal and regulatory obligations. 

In addition, Secret Server is able to identify where 
privileges are in use, and provides visibility into 
touchpoints and unforeseen integration impacts when 
privileges need to be changed.

WRAP-UP

Telstra Super’s journey with Thycotic Secret Server has 
evolved over time with expanded usage and capabilities 
at each stage.  Telstra Super started by focusing on the 
smooth transition of transferring user credentials 
by department to Secret Server. IT admins wanted to 
ingest all credentials from the Keypass databases, 
and then work through template changes and validate 
that existing credentials matched security policy.

Over time, Telstra Super has been able to leverage more 
enhanced features of the platform gaining self-sufficiency 
in the process.

“We have a great relationship with Thycotic,” Bowden said. 
“They were always available for support and questions 
in the early days of Secret Server, and quite often our 
Account Manager got involved to make sure we got what 
we needed.”

Just recently, Bowden noted, Telstra Super expects to 
implement a two-factor authentication solution internally, 
when it realized that Thycotic has native integration with 
Duo Security—integration that took only five minutes to 
complete.

“Thycotic wasn’t such a well-known brand in Australia 
a few years ago,” Bowden concluded, “But I can safely 
say that has now changed. I find that many more of my 
peers are using Thycotic solutions.  The willingness to 
work with Telstra Super and be flexible,” he said, “has 
ensured we always give Thycotic great reviews and 
recommendations to our peers in the industry.”




