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Proactive Privilege Management

FOR PUBLIC SAFETY 
ORGANIZATIONS
Protect Critical Systems and 
Comply with CJIS Requirements

OVERVIEW
As a public safety agency, you want to ensure 
the community has access to you and you have 
access to resources crucial to accomplishing 
your mission. 

At the same time, cyber criminals are aggressively 
targeting law enforcement, fire departments, and 
critical communication infrastructure such as 911 
public safety answering points. 

You must make sure malicious actors don’t have access 
to sensitive data, systems, or privileged accounts. 
You also need to comply with policies — such as the 
FBI’s Criminal Justice Information Services (CJIS) 
Security Policy — in order to access national criminal 
databases that contain data essential to police work.

Cyber criminals seek to steal password and system 
credentials so they can infiltrate critical public safety 
networks. Once inside, they can access confidential 

criminal records, as well as personally identifiable 
information (PII), healthcare, and financial data. If 
they gain administrative access to your computer 
systems they can alter data, remove access, take 
infrastructure offline, or hold it for ransom.

Many public safety departments find themselves 
reacting after a breach has occurred. You can 
become proactive, even if your department runs on 
a patchwork of legacy systems. By implementing an 
end-to-end privilege management solution, you can 
make it harder to steal privileged credentials, easier 
to identify if a criminal has gained unauthorized 
access, and efficiently contain the impact of a breach. 

This whitepaper demonstrates how you can secure 
privileged accounts and protect access to your 
IT infrastructure, ensuring you meet compliance 
requirements while also reducing the risk of a 
cataclysmic breach. 
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PREVENT RANSOMWARE  
FROM HOLDING YOU HOSTAGE

SINCE APRIL 2016

OVER 185
ATTACKS
AGAINST PUBLIC SAFETY 
ENTITIES

Cyber criminals threaten to 
deny access to essential 911 
services, or hold data hostage

The frequency and ferocity of cyber attacks has 
increased significantly in the last few years. The rise 
of ransomware attacks has been particularly dramatic. 
Once intruders have access and get established 
inside your network, they cripple key systems and 
demand a ransom. 

From 2016 to 2017, ransomware attacks increased more 
than 90%1, and between 2015 and 2017 the financial 
impact of ransomware increase by more than 1,400% to 
$5 billion2. All told, 2.6 billion records were lost, stolen or 
exposed across the globe in 2017, an increase of 88% over 
the previous year.3 

There have been more than 185 attacks against public 
safety entities since April 2016.4 Cyber criminals threaten 
to deny access to essential 911 services, or hold data 
hostage. Atlanta and Baltimore are only two of the higher 
profile cities attacked in recent months.

Law enforcement agencies strive to serve and protect, yet a cyber breach can make it nearly impossible to fulfill 
this core mission. Your department must remain online to operate effectively. If cyber criminals gain access to 
privileged accounts they have the ability to control systems and hold a department hostage. A department hit by a 
ransomware attack can, at best, resort to low-tech means just to keep operating, or at worst be completely crippled 
and unable to manage even the most essential tasks.

PAY SPECIAL ATTENTION TO THIRD-PARTY VULNERABILITIES
Many public safety agencies rely on third parties to 
manage parts of their operations. But you are only 
as strong as your weakest link. Some of those third 
parties are susceptible to infiltration, too. 

For example: in May 2018, a company that handles 
traffic fine payments for a public service agency 
exposed nearly one million personal records in a 
directory that was accessible to the public.5

ACCORDING TO FORRESTER RESEARCH

UP TO 80% OF
CYBER BREACHES
can be prevented by locking down 
privileged accounts
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COMPLY WITH  
CYBER SECURITY REGULATIONS
CJIS SECURITY POLICY 

All organizations that use Criminal Justice Information Services (CJIS) databases must conform to the 
13 Policy Areas outlined in the FBI’s CJIS Security Policy. Policy Areas 4-6, mapped in the table below, 
cover requirements for establishing and maintaining proper password and access hygiene.

STATE AND LOCAL POLICIES
In addition to federal compliance requirements, most 
departments are also required to conform to policies 
and procedures mandated by state, county, city or 
other municipal jurisdictions. Through the use of a 
privilege management solution, you can update 

your policies as needed to meet regulations, update 
users’ access and perform audits to demonstrate your 
compliance. You can meet requirements not only for a 
one-time audit but also over time, as roles and policies 
change.

Refer to CJIS Security Policy for additional details: https://www.fbi.gov/services/cjis/cjis-security-policy-resource-center

POLICY AREA
4: Auditing and Accountability

“Agencies shall implement audit and 
accountability controls to increase the 
probability of authorized users conforming to a 
prescribed pattern of behavior. Agencies shall 
carefully assess the inventory of components 
that compose their information systems 
to determine which security controls are 
applicable to the various components.”

5: Access Control

“Access control provides the planning and 
implementation of mechanisms to restrict 
reading, writing, processing and transmission 
of CJIS information and the modification of 
information systems, applications, services 
and communication configurations allowing 
access to CJIS information.”

6: Identification and Authentication

“The agency shall identify information system 
users and processes acting on behalf of users 
and authenticate the identities of those users 
or processes as a prerequisite to allowing 
access to agency information systems or 

services.”

DESCRIPTION
To comply with this policy area, you must:

● Generate audit records for defined events, that include enough detail to determine 
“what events occurred, the sources of the events, and the outcomes of the events”

● Allow privileged users to track who has access to each application and server, and 
how and when they are being used

● Generate detailed audit reports which can be used to both track unusual activity and 
prove compliance

● Prevent tampering with the audit logs

To comply with this policy area you must:

● Centrally manage account administration across all sites, devices and applications 
(adding, modifying, deactivating, removing, etc)

● Implement least privilege access for users, and ensure that a user’s access remains 
in sync with their current role

● Automatically lock out a user after five invalid login attempts

● Enforce inactivity timeouts; require reauthentication

To comply with this policy area you must:

● Ensure each user has their own passwords
● Allow admins to define and enforce password attributes (e.g. complexity, length, 

composition, aging, reuse) that meet or exceed CJIS requirements
● Require “Advanced Authentication” (AA) for users attempting to access CJI from a 

non-secure location. AA, also known as two-factor authentication requires not only a 
password but an additional token to securely authenticate
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PREVENT AND CONTAIN   
INSIDER THREATS

ACCORDING TO TREND MICRO

91%
OF SUCCESSFUL HACKS 
& DATA BREACHES
were the result of phishing

Threats do not always come from the outside. 
Sometimes they come from within: a rogue system 
administrator, overly entitled business user, or 
disgruntled former employee. 

On average, former employees retain access to internal 
systems for nine months after leaving an agency. Coupled 
with “privilege creep” (retaining access to systems you 
shouldn’t), these excess privileges are a major security 
concern. 

How vulnerable are your staff to social engineering 
strategies that open the door to cyber attacks? 

A recent study by Trend Micro found that 91% of 
successful hacks and data breaches were the result of 
phishing6, targeted emails cleverly designed to trick 
recipients into revealing passwords or inadvertently 
granting access to secure systems.

You can use discovery tools to understand who has access to which resources and which have 
outstanding vulnerabilities through which a cyber criminal can enter. Once you have full visibility you 
can prioritize your actions. 

● Institute a least privilege policy to remove local administrative privileges from all devices, including those 
used in the field by public safety staff

● Implement a structured lifecycle management for privileges, so when employees leave or roles change, their 
access is appropriately, immediately curtailed.

By implementing an enterprise-class privilege management system, one which includes granular user- and 
application-level access controls, even if a user gains access to a network, they will have limited mobility to cause 
damage. To reduce the likelihood of a successful phishing attack, least privilege policies can automatically prevent 
potential malware from executing before it takes root within a system. Through a combination of blacklists, 
whitelists and greylists, a department can use advanced application control to identify evil software and apps, 
grant permission to benevolent ones, and quarantine questionable ones.



PROACTIVE PRIV ILEGE MANAGEMENT FOR PUBLIC SAFETY ORGANIZATIONS

PROTECT LEGACY INFRASTRUCTURE

ACCORDING TO 
SECURITYSCORECARD

LOCAL, STATE & FEDERAL 
ORGANIZATIONS 
ARE AT RISK
due to dangerous delays in 
replacing outdated software, 
and patching existing software

It’s become a fact of public service that you need to 
get by with less. 

Few agencies have the luxury of keeping all parts of 
their system infrastructure current, let alone ahead of 
the curve. This results in a patchwork of legacy systems 
which need to work seamlessly together and may harbor 
serious vulnerabilities. 

SecurityScorecard’s analysis of the security frailty of 
552 local, state and federal organizations highlights 
dangerous delays in replacing outdated software, and 
patching existing software.7 Government ranked near 
the bottom (16 out of 18) in cyber security readiness. 
Layering end-to-end privilege protection onto such a 
system can be challenging. 

You can reduce the burden with privilege management 
software that is designed to work with a broad spectrum 
of applications.

STRETCH LIMITED FUNDING
Urgent security threats rarely happen at a time 
when there is budget set aside to deal with 
them. As such, law enforcement find themselves 
scraping together a budget to deal with a crisis. 

Cleaning up the mess of a breach is much more 
expensive after the fact; the average cost of a breach 
is $1.23 million, according to a Kaspersky Lab survey.8

Proactive agencies avoid known threats and understand 
that since budget approval can be a drawn-out process, 
they must implement systems which can save them 
time, money, and long-term risk.
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THE RISK OF INEFFECTIVE 
PRIVILEGE MANAGEMENT
With no privilege management solution in 
place, agencies may save passwords in excel 
spreadsheets, share credentials via email, or ask 
“Jimmy” for a password when needed, exposing 
themselves to a cyber attack. 

Some agencies just getting started with privilege 
protection may rely on consumer-grade password 
management tools. 

Unfortunately, these tools lack the capabilities to 
monitor and audit a large, complex, distributed 
workforce with shifting needs and changing 
responsibilities. What’s more, consumer-grade 
password managers are not designed to manage 
credentials for non-human accounts, such as service 
accounts, application accounts, or root accounts — 
the privileges that provide access to your most critical 
infrastructure.

GET STARTED PROTECTING 
YOUR PRIVILEGED ACCOUNTS
Keep sensitive data safe and reduce the time and resources spent on managing 
privileges and preparing for audits. 
These free resources from Thycotic help you find out what you need to know about your agency’s security 
vulnerabilities so you can launch your privilege management strategy right away.

WEAK PASSWORD FINDER FOR ACTIVE DIRECTORY
Get your free Weak Password Finder Tool from Thycotic to quickly and easily identify the riskiest passwords 
among your Active Directory users.
https://thycotic.com/solutions/free-it-tools/weak-password-finder/

PASSWORD STRENGTH CHECKER
How strong are the passwords you’re using? This free online password checker lets you immediately determine 
the strength or weakness of any password in seconds.
https://thycotic.com/resources/password-strength-checker/

BROWSER-STORED PASSWORD DISCOVERY TOOL
Quickly & easily identify risky storage of passwords in web browsers among your Active Directory users, 
including top-10 common machines with browser-stored passwords, and more.
https://thycotic.com/solutions/free-it-tools/browser-stored-password-discovery-tool/
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LEARN MORE ABOUT THYCOTIC’S 
END-TO-END PRIVILEGE 
MANAGEMENT SOLUTION
Public safety agencies of all sizes rely on Thycotic’s award-winning privilege 
management solution. 

SECRET SERVER
Privileged Account Security and Password Protection   
Set strict, granular permissions for each user who has access to systems that store information. 
Securely create, manage, and store credentials used by users and systems to access and share data.

PRIVILEGE MANAGER
Least Privilege and Application Control   
Protect endpoints. Implement and maintain least privilege best practices to segment and protect data. 
Policy-based application controls allow users to do their jobs without requiring unneeded access or 
local administrative rights.

PRIVILEGE BEHAVIOR ANALYTICS
Proactively Detect Breaches and Prevent Data Theft   
Analyze use and distribution of privileged accounts and access across your organization. Detect 
anomalous behavior to prevent breaches before they cause damage.

We help agencies manage thousands of credentials 
centrally and securely with an encrypted password 
vault, supported by enterprise-level privilege 
account management controls such as discovery, 
rotation, monitoring and recording. 

In addition, agencies can implement and enforce 
a least privilege policy on endpoints and servers 

with policy-based application controls, including 
whitelisting, blacklisting, and greylisting. As a 
result, public safety staff can continue to access the 
applications and systems they need to do their jobs 
effectively, without requiring administrative privileges 
and without waiting for approvals or support from a 
helpdesk team.
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