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PASSWORDS, USER CREDENTIALS ARE 
THE PRIME TARGETS OF CYBER ATTACKS

In 2016 alone, more than 3 billion user credentials and 
passwords were stolen, averaging 8.2 million passwords 
stolen every day or approximately 95 passwords stolen 
every second.  According to a recent Verizon Data 
Breach Investigations Report, threat actors used stolen 
passwords 95% of the time in their most common types 
of attacks. 

Why are user and privileged account passwords such 
prime targets for attackers?  Because they provide 
the “keys to the kingdom” that allow hackers and 
malicious insiders to access systems, escalate privileges 
and sabotage or steal sensitive information.   When 
identities/credentials are compromised, attackers pose 
as legitimate users and easily bypasses the traditional 
security perimeter, often remaining undetected for weeks 
or months.  Their goal is to access privilege accounts that 
can open doors to nearly all kinds of critical assets and 
information across the organization.

ASD RECOMMENDS STRATEGIES TO 
PROTECT SYSTEMS FROM CREDENTIAL 
THEFT/ABUSE

With cyber intrusions posing the biggest threat to 
government ICT systems, the Australian Signals 
Directorate (ASD) has issued a document highlighting 
four mitigation strategies to protect an organization’s 
ICT systems.  Implementing these strategies would have 
mitigated at least 85% of cyber intrusion techniques 
observed by the ASD.

Based on the ASD report, the Attorney-General’s 
Department has updated the Australian Government 
Protective Security Policy Framework (PSPF) to require 
that Australian government agencies implement ICT 
protective security controls as detailed in the Australian 
Government Information Security Manual (ISM) to meet 
ASD’s Top Four recommended strategies.

The ASD strategies closely parallel those of the SANS 
Institute CIS Critical Security Controls which emphasize 
the importance of application whitelisting, keeping 
operating systems and applications up-to-date, and 
restricting access to privileged administrator accounts.

ENFORCING LEAST PRIVILEGE AND 
APPLICATION WHITELISTING

Applying least privilege policies and application 
whitelisting are some of the most effective ways an 
organization can reduce the threats from Ransomware 
attacks and other variants of malicious software.

By removing Administrator privileges or Superuser 
Privileges from users, organizations can reduce the 
possibility of an employee unknowingly opening or 
clicking on a link associated with a Ransomware attack. 

Or, in situations where employees visit a supplier 
website or public website that is infected and distributing 
malicious software, removing administrator privileges 
can automatically prevent the malicious software from 
getting access, stopping the malware in it tracks.  

Learn how Thycotic can help you implement key mitigation strategies 
to protect ICT system
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While limiting privileges for user applications on certain 
functions may restrict what tasks users can perform, 
application whitelisting together with established least 
privilege policies enable employees to continue doing 
their day-to-day tasks with little to no disruption.  While 
safeguarding employees from malicious software, 
application whitelisting based on reputation and 
intelligence allows organizations to analyze software or 
an executable prior to providing the application with the 
privileges needed to perform specific tasks. 

Application whitelisting, for example, checks whether 
an application comes from a trusted source based 
on known reputation databases. It enhances system 
security controls by preventing suspicious applications 
from running, as well as alerting security analysts to 
suspect requests and allowing them to intervene if 
required.

PROTECTING PASSWORD AND 
PRIVILEGED ACCOUNT ACCESS

Preventing unauthorized access to privileged user 
accounts should be a major concern for every 
organization. Implementing effective security controls 
over these powerful accounts can make the difference 
between properly defending against a simple perimeter 
breach or experiencing a cyber catastrophe. 

Companies should routinely provide suitable training 
for employees on best practices for password choices. 
Insecure password habits often occur when a very 
complex and difficult to remember password is required 
for access and an employee reverts to writing it down 
on a post-it note. Or, employees might use the same 
password for corporate and personal social media 
accounts. 

These risky password behaviors can seriously weaken 
an organization’s cyber security defenses, especially 
If employees are given local administrator account or 
privileged access. Storing passwords in a secure vault, 
and using automated password management software 
can mean the difference between a single system and 
user account being compromised and the compromise 
of the organization’s entire computer system. Today’s 
Advanced Persistent Threats (APTs) frequently focus 

on compromising privileged accounts that can result 
in major data loss, malicious activity, financial fraud or 
paying Ransomware demands. 

Organizations need to continuously audit and discover 
user accounts and applications that provide privileged 
access, and seek to remove administrator rights where 
they are not necessary.  In many cases, adopting two-
factor authentication will also help to mitigate user 
accounts misuse or compromise.

KEEPING SYSTEMS PATCHED AND  
UP-TO-DATE

Another key security control focuses on continuous 
security patching of applications and operating systems.  
Most of the cyber security breaches from Ransomware, 
for example, have been using known vulnerabilities 
to exploit weaknesses in systems that allow malicious 
software infections. Keeping all application and 
operating systems security updates current will 
significantly reduce the risks from outside attackers and 
malicious insiders.

ENSURING ANTI-VIRUS PROTECTION IS 
CURRENT

While Anti-Virus is no longer the only security control 
required, it is still a basic essential risk mitigation 
that should be deployed. That includes scanning all 
attachments and downloads prior to executing them.  
While anti-virus should not be a sole layer of protection 
against cyber threats, it can still help detect and stop 
many of the known malicious software attacks. 



THYCOTIC SOLUTIONS  |  WHITEPAPER

DC | LONDON | SYDNEY
e:  sales@thycotic.com

t:  @thycotic

www.thycotic.com

Thycotic is a global leader in IT security and one of 
the fastest growing providers of Privileged Account 
Management solutions that protect an organization’s 
most valuable assets from cyberattacks and insider 
threats. 

To help secure passwords and privileged accounts, 
Thycotic Secret Server provides a simple, easy and 
affordable way to discover, secure and manage privileged 
account passwords across the enterprise.  

In addition, Thycotic Privilege Manager for Windows 
and Unix protect endpoints from malware while 
enforcing least privilege policies to shield applications 
and systems from malicious access.

The table below shows how Thycotic solutions can 
help you implement the top ASD Mitigation Strategies 
designed to prevent cyber intrusions.

How Thycotic Solutions Can Help 
Meet ASD Recommendations

Mitigation 1: 
Application Whitelisting

Mitigation 2: 
Patch Applications

Mitigation 3: 
Patch Operating Systems

Mitigation 4: 
Minimise Administrative  
Privileges

Integration into Patch 
Management and Vulnerability 
Assessment Solutions

Integration into Patch 
Management and Vulnerability 
Assessment Solutions

Thycotic Privileged Manager for Windows helps 
protect your endpoints by controlling applications 
and enforcing least privilege policies.

Thycotic solutions integrate into patch 
management and vulnerability assessment 
solutions to analyze and allow trusted sources for 
application patches to be applied.

Thycotic integrates into OS patch management 
and vulnerability assessment solutions to help 
provide extensive analysis and allow trusted 
sources for OS patches to be applied.

Thycotic Secret Server introduces a fundamental 
security layer to protect against cyber-attacks that 
target privileged accounts and safeguard access to 
critical information assets in your organization.

Thycotic secures privileged account access for more than 7,500 
organizations worldwide, including Fortune 500 enterprises. 
Thycotic’s award-winning Privileged Account Management Se-
curity solutions minimize privileged credential risk, limit user 
privileges, and control applications on endpoints and servers. 

Thycotic’s corporate headquarters is located in Washington, 
D.C. along with global offices in the U.K. and Australia. To 
learn more about how you can implement ASD cyber security 
mitigation strategies, please visit www.thycotic.com or contact 
us at +61 2 8006 9996.


