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INSIDER THREATS

EXECUTIVE SUMMARY
Insider threat remains one of the top issues facing 
the U.S. Government, as identified by the National 
Counterintelligence and Security Center (NCSC), which 
leads counterintelligence and security activities of the 
U.S. Government, the U.S. Intelligence Community, and 
U.S. private sector entities who are at risk of intelligence 
collection, penetration or attack by foreign and other 
adversaries.  

In 2011, NCSC created the Insider Threat Task Force 
(ITTF) to establish a set of Minimum Standards for the 
Executive Branch Insider Threat Program which aims to 
“deter cleared employees from becoming insider threats; 
detect insiders who pose a risk to classified information; 
and mitigate the risks through administrative, investigative 
or other response actions” (https://www.ncsc.gov/nittf/
docs/National_Insider_Threat_Policy.pdf).

It is true that every government worker is a threat. Given 
the right set of circumstances and the right motivation, 
any cleared worker could access, copy, alter, or remove 
essential information, discredit government leaders, 
or compromise the safety and security of international 
operatives and military operations. IT workers focused on 
keeping their networks and infrastructures available often 
don’t have the experience, training, knowledge, or time 
to spend catching up with the latest security methods or 
best practices. Therefore, they’re often behind the curve 
on preventing insider threats. 

Yet, there’s a paradox in the 2011 Executive Order 13587 
that told agencies they needed to develop better plans 

on protecting classified information and ensuring the 
document collaboration that’s essential for helping each 
agency to meet its mission’s goals. 

This white paper examines the current rules around 
reducing insider threat though the government’s eyes, 
profiles of potential offenders, challenge areas for IT 
teams, and solutions that address today’s and tomorrow’s 
insider threats. 

In this white paper, we’ll examine:
• How the federal government defines insider threats
• The major regulations that govern government data
• What insiders seek to gain from accessing privileged 

data
• Solutions and practices to minimize or eliminate insider 

threats

BACKGROUND
The NCSC describes insider threat as “when a person 
with authorized access to U.S. Government resources, 
to include personnel, facilities, information, equipment, 
networks, and systems, uses that access to harm the 
security of the United States.”  The Committee for National 
Security Systems (CNSS) Instruction 4009 defines 
inside(r) threat as “An entity with authorized access (i.e., 
within the security domain) that has the potential to harm 
an information system or enterprise through destruction, 
disclosure, modification of data, and/or denial of service.”  
The bottom line is that organizations responsible for 
processing, storing, transmitting, and protecting U.S. 
Government information must continuously secure that 
information from not only external adversaries, but 
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also the internal users given authorized access to that 
information. 

Organizations are challenged with how to detect a trusted 
insider’s adverse behavior.  From a system’s perspective, 
organizations may monitor the use of removable media, 
cleared and deleted audit logs, unauthorized software, 
connections to malicious web sites, escalated user 
privileges, and data file stockpiling.  Advancements in 
system authentication and user credentials has progressed 
users from simple username and passwords but also added 
a level of complexity and exposure for compromise.

CHALLENGES
NEW REQUIREMENTS FOR DEFENSE 
CONTRACTORS

In 2016, the DoD asked defense contractors to implement 
measures and controls to protect government information 
systems. This request focused on how government 
contractors work with classified data under a new program 
from the National Industrial Security Program Operating 
Manual (NISPOM). 

Known as Change 2 (CC2), the program emulates both 
EO 13587 and National Insider Threat Policy. It puts teeth 
into the request by asking each contractor to implement an 
insider threat policy that includes: designating a program 
manager with clearance, storing insider threat-specific 
data, analyzing potential threats, creating company 
training that aligns with DoD’s insider threat areas, 
coordinating with the U.S. Defense Security Service, and 
reporting any insider threat breach within 72 hours. 

The CC2 deadline for contractors on November 30, 2016 
came with a set of goals to have a written plan, establish 
the program, appoint an Insider Threat Program Senior 
Official (ITPSO), implement training requirements, and 
self-certify those insider threat plans to the Defense 
Security Service. Those plans include periodic self-
assessments of insider threat potentials, require a system 
in place to spot insider threat patterns or negligence, and 

require training plans for workers handling classified 
data every 12 months. 

INSIDER THREATS AND THEIR 
MOTIVATIONS

Most government workers use their privileged access to 
increase their professional productivity and support the 
mission of their agency. Yet, the most dangerous of the 
bad actors can be a variety of workers already inside an 
organization’s networks and assumed to be safe. While 
cyber-attackers might be motivated to cause havoc or to 
test security integrity, insider threats are those who wish 
to do their agency or government benefit or harm from 
their privileged access.

• The Disgruntled: Entrusted with protected 
information, a disgruntled employee can easily make 
improper use of their privilege by removing highly 
valuable or sensitive data from their networks. From 
extremely confidential documentation to operational 
personnel information and state secrets meant for 
only a few select eyes, a disgruntled employee could 
potentially use their access to harm a superior or 
co-worker, leak information to the press or to other 
organizations that might negatively impact the agency 
or department. 

• The Opportunistic: Confidential Government data is 
an extremely valuable resource, provided it is contained 
in its desired environment. However, in the wrong 
hands, that information could prove to be disastrous 
for the Government as the rogue insider could share or 
sell the information to a wide variety of interested non-
friendly states, media, corporations, financial institutes, 
or other groups that could use the information as 
a strategic tactical asset. The motivations of the 
opportunistic insider are more often in their own 
financial interest, but can also be aligned with political, 
ideological, or anarchistic natures. 

• State-sponsored: The most serious of the true 
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insiders can cause the most havoc as it tends to be 
perpetrated by well-funded, well-educated individuals 
and/or teams who intend to harm U.S. governmental 
agencies, friendly alliances, troops, or interests. Insider 
threats from this group can include intentional, classic 
cyberattacks as well as coordinated attempts to coerce 
access to an area with highly valuable data. 

WHY INSIDER THREATS ARE DIFFERENT 
FROM CYBER ATTACKS

Traditional cyber-attacks and the behavior of external 
adversaries are often much easier to detect than insider 
threat attacks. Cyber-attacks are much like a “smash 
and grab” robbery, with the perpetrators causing havoc 
that’s visible or easy to detect. For instance, a firewall 
is breached, a key management system goes down, or 
users notice network, access or application performance 
degradation or corruption. 

Insider threats vary in their approach as well, but lack a 
clear “smash.” The insider, a trusted user already within 
your network, might use their access to maliciously view, 
copy, or delete documents over the course of days, weeks, 
months, and years. There’s less of a barrier to entry, a 
greater impact on the harm that a breach can cause, longer 
recovery times, and difficultly for an agency to clean up 
depending on the data or other content that is altered or 
shared due to a betrayal caused by an insider.

If that insider has privileged IT access to government 
networks, documents, data, or classified information or 
root level access for installing software on-premises or 
within cloud environments, that damage could be even 
more disruptive. A skilled and privileged insider with 
access to event logs and other monitoring devices might 
be skilled enough to avoid discovery and cloak their 
activities. 

THE THREAT OF THE PRIVILEGED WORKER

Assumption and complacency are two of the most common 
and often undiscussed root causes of insider threats. When 
it comes to protecting government assets, individuals, and 

resources, “good enough” isn’t an option. Yet, there 
are corners of government that assume their systems 
provide adequate anti-insider threat measures to 
prevent the occurrence of insider threats. 

Insider threats don’t merely go away; they simply 
adapt to the preventive measures put in place. Despite 
growing concern and education around combating 
insider threat, teams often lack the knowledge, 
experience, or education required to fortify their 
information systems. With smaller budgets and 
growing staff, IT teams often lag behind the threat, 
instead of being ahead of potential threats.

Workers, needing to perform their job, may be granted 
access to folders or applications through group-based 
access privileges without a second analysis on their 
individual access requirements. Such access, if left 
unmonitored or under-regulated, can elevate the 
potential for insider threat. This creates an increased 
risk for workers who may use government or approved 
government cloud service to do their work remotely, 
from home or in remote locations, because they’re 
often unmonitored outside of traditional on-premises 
servers and network infrastructures.

This is especially true for privileged users who have 
the most amount of access to not only the information 
stored on on-premises servers and cloud but to the 
root level access for the hardware, applications, and 
VMs that they run on. Powerful access that can, in the 
wrong hands, do great harm to the agency’s mission or 
operations. 

Over the past years, through sequestration, retirement 
or other means, the government workforce is leaner 
than previous years, but it also means that there 
are more potential threats from those with former 
privileged access to mission critical systems or data. 
Most government workers depart their roles without 
fanfare, but whether a worker chose to leave or was 
laid off or removed from a post, the classic offboarding 
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process for removing their access is no longer acceptable.

Offboarding is another area where agencies need to 
have a rapid, thoughtful, and repeatable process to 
remove a worker’s access should they leave voluntarily or 
involuntarily. Many view offboarding, or the removal of 
a worker from an organization’s information systems, as 
a form of onboarding in reverse. Yet, workers with a long 
span of access to information, especially sensitive access, 
need to be handled differently. 

For privileged workers, IT teams need to begin the 
offboarding process as soon as HR is informed of the 
worker’s departure. For some organizations, it may 
require an analysis of what information the person has 
access to and any anomalous behavior such as moving, 
updating, or removing information that wasn’t typical of 
their daily work behavior. While many organizations use 
Active Directory to secure access to their networks, it often 
doesn’t scale up to the specialized needs of government 
agencies that often still have older, non-Active Directory 
controlled machines and devices within their systems. 
And as government slowly embraces the use of Bring 
Your Own Device (BYOD) policies, offboarding becomes a 
harder process to monitor and regulate for IT teams.

THE SOLUTIONS
GOVERNMENT’S BEST PRACTICES

The current wave of government focus on insider 
threat stemmed from Executive Order 13587. Titled as 
“Structural Reforms to Improve the Security of Classified 
Networks and the Responsible Sharing and Safeguarding 
of Classified Information,” the October 7, 2011 document 
was a call “to ensure the responsible sharing and 
safeguarding of classified national security information 
(classified information) on computer networks.”

The EO created the Senior Information Sharing and 
Safeguarding Steering Committee that would be 
chaired by Office of Management and Budget and the 
National Security Staff and co-chaired by the heads of 
the Departments of State, Defense, Justice, Energy, 

and Homeland Security, the Office of the Director of 
National Intelligence, the Central Intelligence Agency, 
and the Information Security Oversight Office within 
the National Archives and Records Administration 
(ISOO). 

The EO also established the Insider Threat Task Force, 
co-chaired by the Attorney General and the Director 
of National Intelligence (DNI) and designated heads 
from Classified Information Sharing and Safeguarding 
Office (CISSO). It’s government-wide mission, due 
one year after the order, was to create a program 
that focused on “deterring, detecting, and mitigating 
insider threats, including the safeguarding of classified 
information from exploitation, compromise, or other 
unauthorized disclosure.”
 
From rules, regulations, and controls within federal 
documentation including ISO 27001 and NIST SP 
800-53 Rev. 4, the government’s guidelines target 
security, access, and control within and around the 
physical places where sensitive or classified data is 
stored. Within information systems, agencies need 
to follow the philosophy of “least privilege,” where 
workers (even privileged ones) are given the least 
amount of access as required by their role. 

Even with least privilege, agency IT teams need to 
create automated systems that monitor when workers 
move outside their normal behaviors, monitoring 
when users have changed their passwords, identify 
weak passwords, recover unused privileges from 
workers, split privilege access to more than one point 
of contact, and implement a password management 
system that can remove workers when required and 
still meet government compliance audits.

UNDERSTANDING THREAT MATURITY 
LEVELS

NIST’s Program Review for Information Security 
Management Assistance (PRISMA) review can help 
agencies identify their security level in terms of five 
levels of security: policy, procedures, implementation, 

https://obamawhitehouse.archives.gov/the-press-office/2011/10/07/executive-order-13587-structural-reforms-improve-security-classified-net
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test, and integrations. When establishing, reviewing, 
renewing, or altering any security plans, these five levels 
serve as a guide for understanding the maturity of your 
organization’s security posture. Leveling up requires that 
all requirements in the proceeding level are met. 

http://csrc.nist.gov/groups/SMA/prisma/security_
maturity_levels.html

HOW THYCOTIC CAN ADDRESS 
COMBATING INSIDER THREATS

Fortifying government networks should first begin with 
securing and establishing best practices and audits for 
admins with privileged account, root, and application-
level control access. This means that CISOs or other 
security heads will need to design practices that stagger 
access to admin-level areas or even cycle responsibilities 
between several admins. With proper access controls 
comes the need for Privileged Account Management 
(PAM), which is an intelligent system to augment, 
monitor, and automate an essential and vital link to 
greatly decrease insider threats using privileged access.

Government bodies should take a full, holistic view, of 
privilege security when looking at how to combat insider 
threat, as a weakness in any one of these areas can limit 
the effectiveness of your insider threat program.

The three main problems of privilege security that 
Thycotic helps government organizations solve for are:

• Privileged Account Management
• Privileges of Applications & Endpoints
• Privileged Behavior

PRIVILEGED ACCOUNT MANAGEMENT

Secret Server

The first step in a privilege security program is to discover, 
control, manage, and protect every privileged account 
across all your devices. This is vitally important, as these 
privileged accounts are highly coveted by attackers and 

insider threats, serving as backdoors that bypass 
all your security systems and controls, without any 
warning or trace of activity.

Secret Server has five main components:

1.  Secure and encrypted vault
The core of Secret Server lies in its credential vaulting 
capabilities, including: Active Directory integration, 
Role Based Access Control with 2FA, encrypted storage 
and management of privileged accounts with full audit 
and access control history.

2.  Automation and Discovery
Automation and discovery capabilities turn a basic 
password vault into a Privileged Account Management 
tool.  Secret Server can automatically discover, 
manage, and rotate privileged accounts across devices 
and systems including (but not limited to) Windows 
Local Admin Accounts, Unix Root Accounts, Service 
Accounts, ESX/ESXi Hypervisor Accounts, AWS IAM 
Accounts, SQL Accounts, and many more through our 
extensible discovery capabilities.

3.  Access Workflows
Whether your organization leverages 3rd party vendors 
that need limited-time access to credentials, or you 
need to add a second set of authorization to highly 
sensitive accounts, Secret Server’s secret workflow 
capabilities can meet every need.

4.  Session Controls
Gain better control over your active sessions with 
Proxying, Monitoring, and Recording of SSH and RDP 
sessions launched directly from Secret Server.  With 
cross-session searching and activity heatmaps, quickly 
finding the precise moment in the exact recording you 
need is simple and fast.

5.  Extensibility, Scalability, and Customization
Secret Server integrates with all kinds of systems out of 
the box, such as Tenable’s Nesus Scanner, Sailpoint’s 
IdentityIQ, and Splunk.  In addition, Secret Server is 
extremely extensible with the ability to write custom 

http://csrc.nist.gov/groups/SMA/prisma/security_maturity_levels.html
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scripts and execute them directly within Secret Server to 
connect to or manage any number of additional systems. 
Secret Server is also available via REST API for 3rd party 
solutions that need access to information within Secret 
Server.

PRIVILEGES OF APPLICATION AND 
ENDPOINTS

Privilege Manager for Windows 
and Mac

Our privilege management software for Windows & Mac 
takes an application control approach to extending the 
functionality of Secret Server to managing application 
privileges on the endpoint, and enforcing a least privilege 
strategy.  The policy-based system can control precisely 
what applications are allowed to run on each managed 
endpoint, and tie those applications back to a number 
of contextual components to determine whether that 
application is allowed to run. Additionally, our policy 
system can allow your end-users to run approved software 
(application whitelisting), run approved applications 
without administrative rights (privilege elevation), ensure 
that applications are not allowed to perform potentially

Privilege Manager for Unix

Our privilege management software for unix takes 
a command whitelisting approach to managing 
administrative privileges on unix endpoints.  When active 
sessions to unix endpoints are proxied through Secret 
Server, your team can precisely control what commands 
unix administrators are allowed to run on a person by 
person basis.

PRIVILEGED BEHAVIOR

Privileged Behavior Analytics

Our privilege analytics tool connects directly to your 
Secret Server instance in order to analyze and detect 
anomalous user and account activity, a first indication of 

insider threat or abuse.  Privileged Behavior Analytics 
creates behavior baselines for every user within 
Secret Server, and continuously monitors that user’s 
behavior to detect and alert security administrators to 
unusual behavior.  The tool reviews multiple indicators 
including: access frequency, temporal behavior, type 
of access, and whether that user is behaving in line 
with similar users.

THYCOTIC CAN HELP
With our solutions in place, Government entities can 
begin adopting a Least Privilege model by removing 
administrative rights from end users; discovering, 
controlling, managing, and protecting privileged 
accounts across a number of systems; allowing 
users to install and run approved software without 
administrative rights; and monitor ongoing user 
behavior to detect potential insider threats and abuse.

Insider threats are an active, on-going evolution of 
those who seek to harm the U.S. government and its 
agencies. Therefore, agency IT teams need solutions to 
comply with current and future regulations. Solutions 
are only part of the equation -- the other part is how 
those teams apply those solutions to its infrastructure, 
process, and practices. 

Protecting the federal government from insider 
threats takes planning, execution, and adaptability. 
Learning from mistakes, best practices, and the 
recommendations from places such as NIST. 

Solutions such as Secret Server help teams enact a 
better privileged password security posture for their 
workforce while still aligning with federal regulations 
such as NIST SP 800-53 Rev. 4. Teams gain an 
advantage by minimizing the hours required for 
changing passwords, monitoring how access is being 
used, reducing the potential for insider threats, as well 
as improving the results both internal and external 
security audits.


