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ADDRESS PCI DSS REQUIREMENTS 
AND SECURE PRIVILEGED ACCOUNTS IN 
CARDHOLDER DATA ENVIRONMENTS 

OVERVIEW
Online transactions are easier and faster than ever before, 
yet concerns about the safety of e-commerce are rising.1 
Credit card and identity theft are on the rise and widescale 
data breaches are making consumers think twice about 
sharing information online.2

The Payment Card Industry Data Security Standard (PCI 
DSS) is an information security standard for organizations 
that handle major branded credit cards. PCI DSS provides 
organizations that accept, store or transmit credit 
card data with guidelines and a framework to protect 
cardholder data. Financial institutions, online retailers, 
and tech companies developing apps and tools that serve 
online businesses must meet PCI standards and validate 
their compliance each year.
 

ACHIEVING AND MAINTAINING PCI REQUIRES 
OPERATIONAL AND CULTURAL CHANGE

PCI is one of the most challenging security standards to 
meet and often used as a best practice against which other 
security standards are developed. Now on version 3.2, 
PCI DSS is also getting more stringent. It now mandates 
security controls that impact companies which directly 
handle credit card data as well as their business partners.

Organizations need to validate their PCI compliance each 
year. Yet, approximately half of organizations fail their 
annual validation check.3 

Multiple teams, including IT security, systems 
administrators, database administrators, legal, compliance 
and more work incredibly hard to put together policies 
and upgrade security technology to achieve compliance. 
Yet, too often, IT organizations treat PCI compliance as a 
one-time “build process” vs. a continuous operational and 
culture change. 

SUCCESSFUL PCI POLICIES AND SECURITY 
CONTROLS ARE INVISIBLE TO USERS

To achieve PCI compliance, significant time and resources 
are spent developing and documenting detailed policies 
for handling sensitive information in a cardholder data 
environment (CDE). Yet, policies that sit on a shelf or 
are shared in annual employee training sessions do not 
become part of a company’s mindset or behavior. 

We find that those organizations that are most successful 
at achieving and maintaining PCI make it easy for all 
employees to adhere to policies because the policy controls 
sit behind the scenes and do not prevent users from using 
the tools they need to be productive and get their jobs 
done.
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PCI DSS HAS A STRONG FOCUS ON CONTROLLING AND 
PROTECTING PRIVILEGED ACCOUNTS
Privileged credentials that unlock access to cardholder data are a prime target for hackers. Once hackers have access to privileged 
credentials they can exploit virtually any part of an organization’s network, including critical and sensitive data. Once attackers gain 
access, they can escalate their privileges and move through networks to identify and compromise confidential information or use 

ransomware to encrypt critical business data.

ON THE TWELVE MAIN SECTIONS OF PCI DSS 3.2, SIX DIRECTLY RELATE TO PRIVILEGE MANAGEMENT

  

1. Install and maintain a firewall configuration to protect cardholder data 

2. Do not use vendor-supplied defaults for system passwords and other security parameters 

3. Protect stored cardholder data

4. Encrypt transmission of cardholder data across open, public networks 

5. Protect all systems against malware and regularly update anti-virus software or programs 

6. Develop and maintain secure systems and applications 

7. Restrict access to cardholder data by business need to know 

8. Identify and authenticate access to system components 

9. Restrict physical access to cardholder data 

10. Track and monitor all access to network resources and cardholder data 

11. Regularly test security systems and processes 

12. Maintain a policy that addresses information security for all personnel
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PRIVILEGED ACCOUNT MANAGEMENT REDUCES          
RISK OF A SUCCESSFUL ATTACK
Privilege Account Management (PAM) tools protect privileged credentials from unauthorized access and misuse. Security 
controls limit access to sensitive information and curtail an attacker’s ability to circulate unhindered throughout your IT 
environment.

Thycotic helps you comply with PCI DSS requirements for privilege account management. Our award-winning portfolio 
of solutions controls access to sensitive data, manages and protects privileged credentials for individuals and systems, and 
tracks and records all privileged access. 

SECRET SERVER
Privileged Account Security and Password Protection

Set strict, granular permissions for each user who has access to systems that store information. Securely cre-
ate, manage, and store credentials used by users and systems to access and share data. 

PRIVILEGE MANAGER
Endpoint Security and Application Control

Implement and maintain least privilege best practices to segment and protect data. Policy-based application 
controls allow users to do their jobs without requiring unneeded access or local administrative rights. 

PRIVILEGE BEHAVIOR ANALYTICS
Proactively Detect Breaches and Prevent Data Theft

Analyze use and distribution of privileged accounts and access across your organization. Detect anomalous 
behavior to prevent breaches before they cause damage. 
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SEE HOW WE MAP TO PCI DSS 3.2 REQUIREMENTS

Requirement 2 Description* Thycotic Privilege Management Solution
2.1 Change 
default passwords 
and remove 
unnecessary 
default accounts

Always change vendor-supplied defaults and 
remove or disable unnecessary default accounts 
before installing a system on the network. This 
applies to ALL default passwords, including but 
not limited to those used by operating systems, 
software that provides security services, 
application and system accounts, point-of-
sale (POS) terminals, payment applications, 
Simple Network Management Protocol (SNMP) 
community strings, etc.)

Discover any number of accounts on endpoints, 
with built-in discovery for Windows OS/Mac 
OS/Unix local accounts, Domain accounts, and 
ESX/ESXi accounts. Organizations can extend 
this functionality via scripts to discover any 
number of additional account types.

2.3 Encrypt 
non-console 
administrative 
access

Encrypt all non-console administrative access 
using strong cryptography. 

Thycotic provides proxy capabilities that enable 
organizations to ensure that non-console 
administrative access is encrypted using 
standard SSL/TLS protocols.

2.4 Inventory 
of system 
components

Maintain an inventory of system components 
that are in scope for PCI DSS.

Thycotic helps organizations inventory network 
components and endpoints by discovering 
privileged accounts, as well as all applications 
and processes installed and running on each 
system.

2.5 Security policy 
documentation 
and use

Ensure that security policies and operational 
procedures for managing vendor defaults and 
other security parameters are documented, in 
use, and known to all affected parties.

Leveraging Thycotic, organizations can 
automatically discover and programmatically 
change privileged account passwords across 
their IT infrastructure to ensure no default 
vendor passwords are used.  This password 
management strategy is documented by the 
Thycotic solution via an immutable audit trail.  

2.6 Protect hosted 
environment and 
cardholder data

Shared hosting providers must protect each 
entity’s hosted environment and cardholder 
data.

Thycotic provides a critical level of protection 
for cardholder data by restricting, controlling, 
and monitoring all access to hosting 
environments.
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Requirement 5 Description* Thycotic Privilege Management Solution
5.1 Deploy anti-
virus software

Deploy anti-virus software on all systems com-
monly affected by malicious software (particu-
larly personal computers and servers).

While anti-virus solutions can block known 
malicious software from executing, Thycotic  
can prevent unknown, untrusted programs 
from executing on endpoints through a 
combination of whitelisting, blacklisting and 
greylisting.  Best practices recommend both a 
standard signature-based anti-virus solution 
and an application control and least privilege 
solution like Thycotic. 

5.2. Use of anti-
virus software

Ensure that all anti-virus mechanisms are kept 
current, perform periodic scans, and generate 
audit logs.

With Thycotic, organizations can leverage 
strict, application blacklisting to prevent all 
unknown applications from executing, require 
approval, or leverage a 3rd party application 
reputation verification (e.g. VirusTotal) and 
set policies based on defined trust levels. All 
of these controls and actions are recorded, 
providing an immutable audit trail.

5.3 Protect anti-
virus software 
from being 
tampered with

Ensure that anti-virus mechanisms are actively 
running and cannot be disabled or altered by 
users.

With Thycotic, only administrators with the  
appropriate privilege may alter policies that 
govern which applications can be disabled or 
altered on network components or endpoints. 
Additionally, all changes are recorded, 
providing an immutable audit trail.

5.4 Policy in place 
for protecting 
against malware

Ensure that security policies and operational 
procedures for protecting systems against mal-
ware are documented, in use, and known to all 
affected parties.

Thycotic can prevent unknown applications 
from running on endpoints via blacklisting and 
greylisting policies and approval workflows.  All 
application elevations, requests, approvals, and 
denials are recorded, providing an immutable 
audit trail.

Requirement 6 Description* Thycotic Privilege Management Solution
6.3 Develop 
applications 
securely

Develop software applications securely, based 
on industry standards and/or best practices, 
incorporating information security throughout 
the software development life cycle. Remove 
development, test, and custom applications 
accounts, user IDs, and passwords before 
applications become active or are released.

Thycotic can automatically discover and 
remove hardcoded or temporary credentials 
used during the development and test process. 
Organizations can eliminate the need to hard-
code plain text or temporary passwords, and 
instead leverage credentials that are securely 
stored, rotated and logged automatically.
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Requirement 7 Description* Thycotic Privilege Management Solution
7.1 Limit system 
access

Limit access to system components and 
cardholder data to only those individuals whose 
job requires such access.

Thycotic enables organizations to assume a 
least privilege security posture, and utilizes 
Role-Based Access Control (RBAC) to ensure 
that secrets which provide access to sensitive 
systems are controlled and only provided to 
people who require access to these systems.  
Automatic password rotation, check-out 
capabilities, session recording and monitoring, 
and an immutable audit trail ensure access 
remains available only to those who require it.

7.2 Establish 
access control 
system

Establish an access control system that restricts 
access based on a user’s need to know and is set 
to “deny all” unless specifically allowed.

Requirement 8 Description* Thycotic Privilege Management Solution
8.1 Proper user 
identification 
management

Define and implement policies and procedures 
to ensure proper user identification 
management for non-consumer users and 
administrators on all system components.

Thycotic does not provision or manage 
identities, but instead integrates with identity 
management providers to manage privileged 
accounts across the organization. Thycotic 
can be synchronized with Active Directory 
to quickly provision users and their required 
access within the products. All usage of 
Thycotic products are associated to a single 
person, either through Active Directory, SAML 
integration, or an integration with a 3rd party 
identity management solution. In addition, 
every user’s activity in an accessed system is 
recorded, providing an immutable audit trail.  
Finally, Thycotic enables and supports Two-
Factor authentication to ensure user identity.

8.2 Proper user 
authentication 
management

Ensure proper user-authentication 
management for non-consumer users and 
administrators on all system components by 
employing at least one of the following methods 
to authenticate all users: Something you know, 
such as a password or passphrase, Something 
you have, such as a token device or smart card, 
or Something you are, such as a biometric.

Thycotic supports multiple Two-Factor 
authentication providers (i.e. “something 
you have”) and enables active password 
management  (i.e. “something you know”) to 
ensure that the person accessing the system is 
who they say they are.

8.3 Secure 
Administrator 
access with MFA

Secure all individual non-console 
administrative access and all remote access to 
the CDE using Multi-Factor Authentication.

Thycotic can be configured such that access to 
the CDE is possible only via Thycotic’s proxy 
service, and access to Thycotic can be secured 
using Two-Factor Authentication. Access to 
proxied endpoints such as a CDE is controlled 
through RBAC / permissions, with additional 
controls available (such as Request Access) 
as well as session monitoring and full audit 
capabilities.
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8.5 Do not use 
shared IDs

Do not use group, shared, or generic IDs, 
passwords, or other authentication methods.

Thycotic eliminates the need for users to create 
and remember complex passwords, and thus 
removes the incentive for sharing passwords 
among colleagues and teams.

Thycotic strongly encourages all users to have 
their own login to its solution in order to ensure 
that all audit records are intact and accurate.

8.7 Restrict 
database access

All access to any database containing 
cardholder data (including access by 
applications, administrators, and all other 
users) is restricted.

Thycotic can manage and audit users access 
to systems that house the database, and 
applications allowed (such as SQL Studio 
for database management) can be limited 
to a select group of people. Thycotic does 
not automatically provision accounts on the 
database, but organizations can write scripts to 
automatically discover these accounts.

Requirement 10 Description* Thycotic Privilege Management Solution
10.1 Link access to 
users

Implement audit trails to link all access to 
system components to each individual user.

Thycotic maintains comprehensive, immutable 
logs, recording every event and action for 
auditing and reporting requirements. 

10.2 Implement 
automated audit 
trails

Implement automated audit trails for all system 
components to reconstruct events.

In addition to Thycotic’s reporting capabilities, 
organizations can also leverage session 
monitoring to record and review the exact 
actions a user took when accessing a system or 
application. These recordings are valuable for 
auditors and reviewers to reconstruct events 
that took place during access to a protected 
system.

10.3 Record 
specific audit 
events

Record at least the following audit trail entries 
for all system components for each event: User 
Identification, Type of Event, Date and time, 
Success or failure of indication, Origination of 
event, Identity or name of affected data, system 
component, or resource.

With Thycotic, all activity and events associated 
with privileged account management is 
recorded and auditable, and enables auditors 
and security administrators to link any 
privileged event back to a single user.
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10.4 Synchronize 
critical system 
clocks

Using time-synchronization technology, 
synchronize all critical system clocks and times 
and ensure that it is implemented for acquiring, 
distributing, and storing time.

Thycotic solutions utilize the system time on 
the web server that is hosting the software.

10.5 Secure audit 
trails

Secure audit trails so they cannot be altered. Thycotic event logs and associated reporting 
can never be removed, deleted, or altered.

10.6 Review logs 
and security 
events

Review logs and security events for all system 
components to identify anomalies or suspicious 
activity.

Thycotic customers can choose a number of 
methods for reviewing logs and security events. 
Organizations can either review the activity 
logs directly within the Thycotic solution itself, 
export the data to a SIEM solution that accepts 
CEF/Syslog, or analyze the data in Thycotic’s 
Privileged Behavior Analytics tool.

10.7 Retain audit 
history

Retain audit trail history for at least one year, 
with a minimum of three months immediately 
available for analysis (for example, online, 
archived, or restorable from backup).

Thycotic makes it a practice for our solutions to 
never delete a record, but to simply disable, in 
order to maintain accurate historical data and 
prevent audit trail tampering. The audit trail 
history is retained indefinitely, for as long as 
the organization maintains the database that 
holds the records.

10.8 Additional 
requirements for 
service providers

Implement a process for the timely detection 
and reporting of failures of critical security 
control systems, including but not limited 
to failure of: Firewalls, IDS/IPS, FIM, Anti-
virus, Physical access controls, Logical 
access controls, Audit logging mechanisms, 
Segmentation controls.

With Thycotic, organizations can establish 
“heartbeat” checks to ensure privileged 
accounts on network infrastructure and 
endpoints meet established protocols, detecting  
when a password is invalid or when a system is 
unresponsive.

HOW THYCOTIC CAN HELP
Thycotic’s Privileged Account Management solution helps you establish safeguards needed to comply 
with PCI DSS 3.2 requirements and protect cardholder data from malicious or negligent behavior. 

Get started with a free trial of Thycotic Secret Server and learn how easy and cost effective it can be to put the 
right privilege controls in place to comply with regulatory requirements and protect confidential information.
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