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MAPPING THYCOTIC PRIVILEGE MANAGEMENT 
TO 23 NYCRR 500
Implement and enforce granular limitations on access privileges for systems 
and data. Monitor and report on access for internal users and third parties.

OVERVIEW
23 NYCRR 500 is one of the strictest cybersecurity regulations at a federal 
or state level. It applies to New York insurance companies, banks, and other 
regulated financial services institutions, including agencies and branches of non-
US banks licensed in the state of New York. 

Much of what NYCRR calls for is already considered best practice in the 
cybersecurity field. Yet many companies, particularly smaller organizations with 
fewer security resources, have gaps in their security practices, policies and tools. 
NYCRR has mandated a higher level of responsibility for security leaders in the 
financial services industry. Failure to comply could mean financial penalties or 
even charter revocation. 

It’s best to think of NYCRR as a harbinger of regulations to come. 

Even if your company isn’t directly subject to NYCRR, you should assume that 
other state and national regulatory agencies are looking at this approach as a 
best practice and will follow suit. As we’ve seen many times before, cybersecurity 
practices adopted in the financial services industry make their way into other 
industries as well. 

PAM is specifically referenced in 23 NYCRR 500.

NYCRR is highly prescriptive when it comes to privileged access management 
(PAM), outlining requirements in great detail. It sets forth a timeline that 
escalates requirements over a two-year period, giving financial firms an 
opportunity to get baseline cybersecurity practices in place and confirm their 
compliance before they are held accountable. 

Ultimately, by March 2019, you must be fully compliant with all requirements.  

NYCRR TIMLEINE 

August 1, 2017
Cybersecurity program, policies 
and CISO should be in place. 
Entities must ensure access 
privileges, notification procedures 
and an incident response plan.

February 15, 2018
Entities must submit their first 
Certificate of Compliance.

March 1, 2018
Part 500’s Effective Date. Entities 
must implement Multifactor 
Authentication, and conduct 
penetration testing, vulnerability 
management, cybersecurity 
training and bi-annual risk 
assessments.

September 3, 2018
Entities must prove they have 
maintained an audit trail, 
implemented application security 
protocols, monitor authorized 
users, and encrypt non-public 
information. 

March 1, 2019
Entities must also ensure third-
parties follow security protocols 
and policies to protect data.
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GETTING THE RIGHT TOOLS IN PLACE          
Achieving compliance can be a time-consuming process that impacts many parts of your IT operations, from the InfoSec 
group to systems administrators and application development teams. It is possible to implement security tools that help you 
prepare now for the later stages of NYCRR’s timeline, tools which include auditing capabilities and account for third-party 
access from the start. Getting those capabilities in place sooner rather than later will reduce your overall workload, speed 
your time to value and make the process of complying with NYCRR less stressful. 

Thycotic’s solution helps you comply with 23 NYCRR 500’s requirements for privileged access management at every stage 
of your roll out, from encryption and MFA to monitoring and auditing and implementation of third-party security controls. 

Our award-winning product suite controls access to data, manages and protects privileged credentials for individuals and 
systems, and tracks and records all privileged access. 

SECRET SERVER
Privileged Account Security and Password Protection

Set strict, granular permissions for each user who has access to systems that store information. Securely 
create, manage, and store credentials used by users and systems to access and share data. 

PRIVILEGE MANAGER
Endpoint Security and Application Control

Implement and maintain least privilege best practices to segment and protect data. Policy-based application 
controls allow users to do their jobs without requiring unneeded access or local administrative rights. 

PRIVILEGE BEHAVIOR ANALYTICS
Proactively Detect Breaches and Prevent Data Theft

Analyze use and distribution of privileged accounts and access across your organization. Detect anomalous 
behavior to prevent breaches before they cause damage. 
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Required by August 28, 2017
Requirement Description* Thycotic Privilege Management Solution
Section 500.07 
Access Privilege

Limit user access privileges and 
periodically review access

Control which users have access to what type of 
information in each system with Role Based Access 
Control (RBAC).

Grant users access based on groups, on an individual 
basis, or one-time access. 

Identify when, how and by whom information has 
been accessed. Access can be established, reviewed or 
modified at any time.

Implement and enforce least privilege policies by 
discovering and removing unneeded administrative 
privileges on servers and workstations.

Create policy-based application control policies 
to determine what applications and programs are 
allowed to run. Adjust whenever needed.

Section 500.16 
Incident Response Plan

Internal process for responding 
to an event

Documentation and reporting 
regarding cybersecurity events 
and related response activity

Alert security teams of unusual or suspicious account 
activity. Activity logs can be pushed to SIEM solutions 
for data correlation and analysis.

Provide one-time access to systems during a disaster 
recovery scenario.

Required by March 1, 2018
Requirement Description Thycotic Privilege Management Solution
Section 500.12 
Multi-Factor 
Authentication

Use of effective authentication 
controls such as Multi-Factor 
Authentication or Risk-Based 
Authentication to protect against 
unauthorized access

MFA must be used for anyone 
accessing the internal network from 
an external network

Can be set up to require Two-Factor authentication 
for all logins. Additional workflows can be put in place 
to require access approval for connecting to critical 
systems through SSH or RDP.
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Section 500.05 
Penetration Testing 
and Vulnerability 
Assessments

Annual penetration testing of the 
organization’s systems

Bi-annual vulnerability 
assessments

Integrate with third-party vulnerability scanning 
companies. Provide one-time privileged credentials to 
scanners, allowing them to do a secure and privileged 
scan of your systems.  This deep credential scan allows 
for a more thorough vulnerability assessment than 
you would be able to achieve with penetration testing 
alone.

Section 500.09 
Risk Assessment

Periodically conduct risk 
assessment of systems

Include criteria for evaluation of 
risks and threats

Include criteria for assessment of 
confidentiality, integrity, security, 
and availability

Include requirements describing 
how identified risks will be 
mitigated or accepted

Discovery capabilities allow you to find all of the 
privileged accounts on your network (local admin 
accounts, domain accounts, service accounts, etc.), 
and an inventory of every application that is running 
on your endpoints.

Detailed reporting on status and activity of privileged 
access across the organization’s domain (and relevant 
non-domain) assets supports requirements for 
confidentiality and integrity.   

Required by September 3, 2018
Requirement Description Thycotic Privilege Management Solution
Section 500.06 
Audit Trail

Audit trails to detect and response 
to cybersecurity events

Maintain financial records for not 
fewer than 5 years and audit trails 
for 3 years

Continuous monitoring of accounts and applications 
on your network, with detailed reporting and audit 
trails.  

Alert security administrators of any abnormal activity, 
allowing for a response to a potential cybersecurity 
event.

System never conducts a hard delete from the audit 
logs to always retain 100% integrity.

Section 500.08 
Application Security

Use of secure development 
practices for in-house applications 
as well as evaluation, assessment, 
and testing the security of 
externally developed applications

Remove any hard-coded credentials in scripts and 
applications used in the development process and 
replace them with token-based credentials that 
provide secure connections between systems and 
applications. 

Prevent malware or other malicious applications 
by controlling what applications can run and the 
specific behavior of those applications based on who 
is running them, and/or when and where they are 
running them from. 
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Section 500.14 
Training and 
Monitoring

Risk-based policies, procedures 
and controls to monitor the activity 
of authorized users and detected 
unauthorized access, use, or 
tampering

Detect unusual or anomalous behavior and early 
indications of compromise or abuse with session 
monitoring and management capacities, so you can 
respond to any detected events and determine and 
remediate the cause of the incident. 

Maintain logs of all privileged authorized user access 
to critical systems for as long as your organization 
requires.  

Required by March 1, 2019
Requirement Description Thycotic Privilege Management Solution
Section 500.11 
Third-Party Service 
Provider Security 
Policy

Third-party policies and procedures 
for access control, including use 
of Multi-Factor Authentication, 
policies and procedures for use of 
encryption

Third-party vendors can be provided controlled access 
to accounts and target systems using a combination of 
RBAC and Secret Workflow.

Parties can request access to critical systems, ensuring 
that a security leader at your organization always 
knows when a protected system is being accessed. 
Third-party providers can access on-network systems 
leveraging session launchers to broker access without 
revealing sensitive passwords. In addition, session 
control can be implemented to monitor active sessions 
live or playback recorded sessions later.  

*The descriptions have been simplified for the checklist. For exact language, refer to http://www.dfs.ny.gov/legal/
regulations/adoptions/dfsrf500txt.pdf 

HOW THYCOTIC CAN HELP
Thycotic’s privileged access management solution helps you establish safeguards needed to comply with 23 
NYCRR 500 requirements and protect your sensitive data from malicious or negligent behavior. 

Get started with a free trial of Thycotic Secret Server and learn how easy and cost effective it can be to put the 
right privilege controls in place to comply with regulatory requirements and protect confidential information.

http://www.dfs.ny.gov/legal/regulations/adoptions/dfsrf500txt.pdf 
http://www.dfs.ny.gov/legal/regulations/adoptions/dfsrf500txt.pdf 
https://thycotic.com/products/secret-server/start-a-trial/

