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MAPPING THYCOTIC PRIVILEGE 
MANAGEMENT TO HIPAA CONTROLS
Unknown, unmanaged, and unprotected privileged accounts violate 
HIPAA mandates and open the door for a data breach. 

OVERVIEW
Any organization that creates, receives, maintains, or transmits electronic protected health information should have an 
enterprise-grade privilege management solution in place to protect against cyber threats and meet regulatory requirements.

Without the proper security controls, every user becomes a “privileged” user, able to access protected health information. 
Without secure passwords on workstations, databases and EHR systems, cyber criminals can easily find valuable ePHI. 
Without monitoring and auditing account use, IT teams have no way to demonstrate compliance or stop a breach in its tracks.

PREPARING FOR A HIPAA AUDIT
Non-compliance with HIPAA can result in $1.5M in fines per year, as well as civil lawsuits, settlement costs and brand damage 
that can cripple your organization. Enforcement has become more extensive, as executives and boards of directors can be held 
personally liable for failing to ensure the proper security measures are in place. Lack of malicious intent is not a viable defense. 
Neither is lack of understanding. 

Maintaining HIPAA compliance is not a simple matter. 
Organizations must expect that external HIPAA audits 
will become a regular occurrence and prepare with 
internal audits that check for adequate security tools, 
policies and processes. IT teams work closely with 
information security teams and compliance officers, 
dedicating tremendous effort and resources. 

With policy-based controls and easy to use tools 
you can significantly automate compliance and enforcement of HIPAA standards for privilege management. 
Having the right tools in place for privilege management can reduce the time you spend controlling access 
to sensitive data, making sure employees follow security policies properly, and creating an audit trail to 
demonstrate compliance.

HIPAA Violation Category Cost Per Violation

Did Not Know $100 - $50,000

Reasonable Cause $1000 - $50,000

Willful Neglect - Corrected $10,000 - $50,000

Willful Neglect - Not Corrected $50,000
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PUTTING FOUNDATIONAL SAFEGUARDS IN PLACE
Thycotic’s comprehensive privilege management solution helps you comply with HIPAA Part 164 Subpart C – Security 
Standards for the Protection of Electronic Protected Health Information, specifically Administrative Safeguards (164.308) 
and Technical Safeguards (164.312). 

We ensure the confidentiality, integrity and security of all accounts that have access to patient health information. Our 
award-winning product suite controls access to data, manages and protects privileged credentials for individuals and 
systems, and tracks and records all access to files containing ePHI. 

SECRET SERVER
Privileged Account Security and Password Protection

Set strict, granular permissions for each user that has access to systems that store protected electronic health 
information. Securely create, manage, and store credentials used by users and systems to access and share 
patient data. 

PRIVILEGE MANAGER
Endpoint Security and Application Control

Implement and maintain least privilege best practices to segment and protect sensitive health data. 
Policy-based application controls allow users to do their jobs without requiring unneeded access or local 
administrative rights. 

PRIVILEGE BEHAVIOR ANALYTICS
Analyze distribution of privileged accounts and access across your organization. Detect anomalous behavior 
to prevent breaches before they cause damage. 

Secret Server gives me the confidence to go to our system admins 

with a password security system that I know will be successful.

Director of Information Security Operations,
Blue Cross and Blue Shield of Massachusetts
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SEE HOW WE MAP TO HIPPA 164 SUBPART C – SECURITY 
STANDARDS FOR THE PROTECTION OF ELECTRONIC PROTECTED 
HEALTH INFORMATION

164.308 Administrative Safeguards Thycotic Privilege Management Solution

164.308(a)(1) Security Management Process
Risk Analysis (Required).* Conduct an accurate 
and thorough assessment of the potential risks and 
vulnerabilities to the confidentiality, integrity, and 
availability of electronic protected health information.

Discover all privileged accounts.

Discover local administrative rights and vulnerable 
applications.

Risk Management (Required). Implement security 
measures sufficient to reduce risks and vulnerabilities 
to a reasonable and appropriate level.

Implement and enforce principle of least privilege on 
servers and workstations.

Sanction Policy (Required). Apply appropriate 
sanctions against workforce members who fail to 
comply with the security policies and procedures of the 
covered entity or business associate. 

Instantly remove access to endpoints, servers, systems and 
applications.

Adjust application control policies whenever needed.
Information System Activity Review (Required). 
Implement procedures to regularly review records of 
information system activity, such as audit logs, access 
reports, and security incident tracking reports. 

Conduct live session monitoring and recording with 
immutable audit log.

Create immutable audit log of application policies, 
programs that run and malware that has been prevented.

164.308(a)(3) Workforce Security
Authorization and/or Supervision 
(Addressable). Implement procedures for the 
authorization and/or supervision of workforce 
members who work with electronic protected health 
information or in locations where it might be accessed. 

Administrators can control access to secrets that provide 
entry to systems storing electronic protected health 
information.

Request Access feature can ensure that access is approved 
by a second person. 

Each active session can be monitored and recorded for 
playback later. Dual Control feature ensures second level of 
authorization to review recording.

Workforce Clearance Procedure (Addressable). 
Implement procedures to determine that the access 
of a workforce member to electronic protected health 
information is appropriate.

Request Access feature can ensure that access to an 
endpoint is approved by a second person. 

Each active session can be monitored and recorded for 
playback later. Dual Control feature ensures second level of 
authorization to review recording.
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Termination Procedure (Addressable). 
Implement procedures for terminating access to 
electronic protected health information when the 
employment of, or other arrangement with, a workforce 
member ends.

Audit history shows accounts a terminated employee had 
access to.

User access can be completely disabled.

Credentials are automatically rotated to new passwords.
164.308(a)(4) Information Access Management

Isolating Health Care Clearinghouse Function 
(Required). Protect  electronic protected health 
information in the clearinghouse from unauthorized 
access by the larger organization.

With Role Based Access Control, the clearinghouse group 
can be segregated.

Application control policies can be applied only to the 
clearinghouse.

Access Authorization (Addressable). 

Implement policies and procedures for granting access 
to electronic protected health information, for example, 
through access to a workstation, transaction, program, 
process, or other mechanism

Grant users access based on groups, on an individual basis, 
or one-time access. 

Determine how granular permissions should be for each 
type of access, person, and account.

Allow programs to run based on user, location, time, or type 
of process.

Access Establishment and Modification 
(Addressable). 

Establish, document, review, and modify a user’s right 
of access to a workstation, transaction, program, or 
process.

Access can be established, reviewed or modified at any time.

Application control policies can be established, reviewed or 
modified at any time.

164.308(a)(5) Security Awareness and Training
Security Reminders (Addressable). 

Periodic security updates.

Event Subscriptions can be set up to send notifications to 
specified users when a certain event occurs. Any number of 
activities can have notifications set up for them, from a user 
viewing a report, launching a session, or accessing a specific 
secret.

Create out-of-the-box and customizable reports on 
applications and programs.

Protection from Malicious Software 
(Addressable). 

Procedures for guarding against, detecting, and 
reporting malicious software.

Application control (whitelisting, blacklisting and 
greylisting) prevents unauthorized software from being 
downloaded and executed.

Log-in Monitoring (Addressable). Procedures for 
monitoring log-in attempts and reporting discrepancies.

Automatically monitor and report failed log-in attempts. 
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Password Management (Addressable).

Procedures for creating, changing, and safeguarding 
passwords 

Passwords used for user access and system connections are 
generated, pushed and rotated automatically.

164.308(a)(6) Security Incident Procedures

Response and Reporting (Required). 

Identify and respond to suspected or known security 
incidents; mitigate, to the extent practicable, harmful 
effects of security incidents that are known to the 
covered entity or business associate; and document 
security incidents and their outcomes.

Alert security teams of unusual or suspicious account 
activity. Activity logs can be pushed to SIEM solutions for 
data correlation and analysis.

164.308(a)(7) Contingency Plan
Data Backup Plan (Required). 

Establish and implement procedures to create and 
maintain retrievable exact copies of electronic protected 
health information.

Secure access to backups and ensure confidentiality and 
integrity of those systems.

Disaster Recovery Plan (Required). 

Establish (and implement as needed) procedures to 
restore any loss of data.

Provide one-time access to systems during a disaster 
recovery scenario.

Emergency Mode Operation Plan (Required). 

Establish (and implement as needed) procedures to 
enable continuation of critical business processes for 
protection of the security of  electronic protected health 
information while operating in emergency mode.

Grant one-time higher access rights to specific users that 
need broader access to systems while still being audited and 
reported on.

164.312 Technical Safeguards

164.312(a)(1) Access Control

Unique User Identification (Required). Assign 
a unique name and/or number for identifying and 
tracking user identity.

Require a login to access any secrets/accounts or administer 
a system. Each activity can be tied back to a single person. 
Integrate with Active Directory or a solution such as 
SailPoint.

Emergency Access Procedure (Required). 
Establish (and implement as needed) procedures 
for obtaining necessary electronic protected health 
information during an emergency.

Provide one-time access to elevated accounts in the event 
of emergencies. “Break the Glass” feature provides a single 
person with complete access to all secrets once secondary 
approval is provided.

Automatic Log-off (Addressable). Implement 
electronic procedures that terminate an electronic 
session after a predetermined time of inactivity.

Set time-based access, including a timeout setting that 
automatically logs out inactive users.

Encryption and Decryption (Required). 
Implement a mechanism to encrypt and decrypt 
electronic protected health information.

AES-256 encrypted password vault for storage and SSL 
encryption for data in transit.
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164.3012(b) Audit Controls

Audit Controls (Required). Implement hardware, 
software, and/or procedural mechanisms that record 
and examine activity in information systems that 
contain or use electronic protected health information. 

Maintain full audit trails and activity logs for review. 

Automatically alert security teams when suspicious activity 
occurs. 

Export syslog/CEF to existing SIEM solutions for 
correlation with other data sources.

164.3012(d) Person or Entity Authentication
Person or Entity Authentication (Required). 
Implement procedures to verify that a person or 
entity seeking access to electronic protected health 
information is the one claimed.

Authentication can be verified with two-factor 
authentication using platforms including DUO, Google 
Authenticator, or any RADIUS based 2FA system.

164.3012(e)(1) Transmission Security

Encryption (Addressable). Implement a 
mechanism to encrypt electronic protected health 
information whenever deemed appropriate.

SSL encryption for data in transit.

*Entities must comply with all standards that are marked “Required” without exception and comply with standards marked 

“Addressable” either as written or with an equivalent alternative measure. Organizations preparing for an audit should refer 

to HHS.gov for a full list of requirements.



THYCOTIC  |  MAPPING THYCOTIC PRIVILEGE MANAGEMENT TO HIPAA CONTROLS

DC | LONDON | SYDNEY
e:  sales@thycotic.com

t:  @thycotic

www.thycotic.com

EXTENDING HIPAA COMPLIANCE TO BUSINESS ASSOCIATES
In recent years, the Office for Civil Rights of Health and Human Services has placed increasing emphasis on making sure 
business associates of covered entities also comply with HIPAA requirements when handling protected health information. 
A “business associate” is a person or entity that performs certain functions or activities that involve the use or disclosure of 
protected health information on behalf of, or provides services to, a covered entity

Examples of business associates are third-party contractors or consultants, systems integrators working on EHR systems, as 
well as insurance and billing partners.

It is essential that you include business associates who need to manage, receive and transfer sensitive data, as well as all 
applications, databases, cloud connectors, and other systems that integrate using secrets, keys and credentials into your 
overall privilege management plan. 

Specifically, Privilege Access Management (PAM) tools should have the ability to provide guest access to third parties. 
Building in an extra layer of approval for third-party access to data is also key to maintaining compliance; for example, 
requiring internal staff to set a time limit or provide a reason for access.

In addition, application control policies should extend to both domain managed and non-domain managed endpoints and 
manage privileges for users without relying on internal-only directories such as Active Directory.

HOW CAN WE HELP?
Thycotic’s privileged management solution helps you establish many of the essential safeguards needed to comply with 
HIPAA requirements and protect your sensitive data from malicious or negligent behavior. 

Get started with a free trial of Thycotic Secret Server and learn how easy and cost effective it can be to put the right privilege 
controls in place to comply with HIPAA and protect confidential health information.

https://thycotic.com/products/secret-server/start-a-trial/

