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TOP REASONS WHY 
USING EXCEL TO STORE PRIVILEGED 
CREDENTIAL PASSWORDS CREATES 
NEEDLESS RISK
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Many organizations and IT Administrators today still use Excel spreadsheets to store 
privileged account passwords and share them among employees to maintain access to 
important and critical systems. Yet the practice of storing privileged account passwords and 
credentials in a spreadsheet poses a major security risk.  This white paper will help you 
understand the risks associated with using “xls” to store passwords, and describes some 
of the tools you can use to secure and automate password storage while preparing your 
incident response team in case of a password breach.
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RISKS IN USING EXCEL FOR PASSWORD STORAGE:
LET ME COUNT THE WAYS

EXCEL WAS NEVER INTENDED TO 
BE A PASSWORD MANAGEMENT 
SOLUTION

Excel was never intended to serve as a password 
management solution and was not designed to be 
secure.  Excel is primarily used for storing data for 
calculations, mathematical, graphing and pivot table 
purposes and should never even be considered as a 
password management solution. You cannot expect that 
any security features in Excel are going to keep your 
passwords safe. Yet, far too many IT admins and other 
still rely on manual spreadsheets to store and track 
privileged account password activity.

Two out of three organizations still 
rely on manual methods to manage 
privileged accounts.”

- Failure to Secure: The 2016 State of Privileged 
Account Management Report

EXCEL HAS SIMPLY NOT BEEN 
BUILT FOR SECURITY

If you are using Excel 2013 or an older version—especially 
Excel 2010 or older—you should be concerned and 
immediately stop using Excel to store passwords. That’s 
because the security in older versions is very weak an if 
the spreadsheet is ever exposed online or accidentally 
sent externally, your privileged account passwords are 
easily accessed. Microsoft made significant security 
improvements to Excel 2013 by adding longer hashes 
and salt values when storing the passwords. However, 
this focus on making the password and encryption 
stronger in no way is secure for storing and managing 

privileged passwords. You need to recognize that Excel 
should be used only for the purpose it was designed for 
in enabling projects or managing financial data. Using 
Excel 2010 or older to store passwords greatly increases 
your security risks. 

63% of confirmed data breaches 
involved leveraging weak/default/ 
stolen passwords.”

- 2016 Verizon Data Breach Investigations Report

EXCEL POSES HIGH RISKS FOR 
DATA LOSS, SECURITY UPDATES 
AND TRANSPORTABILITY

Be aware that XLS files are ubiquitous and easily 
transported internally and externally by users.  Thus, 
any employee can easily make multiple copies and 
knowingly or unknowingly send the passwords 
outside the organization putting all of your privileged 
credentials and passwords at risk.  Deterrents such as 
data loss prevention solutions or secure gateways often 
cannot distinguish XLS files containing passwords from 
large volumes of legitimate traffics and stop them from 
being transmitted. Because Excel is very commonly 
used, highly available and typically contains sensitive 
information, it is a prime target for attackers making 
it a security risk even before using it to store critical 
passwords.

The following link contains known 
vulnerabilities for Excel 2013:
https://web.nvd.nist.gov/view/vuln/search-
results?query=Excel+2013&search_type=all&cves=on
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EXCEL LACKS ROBUST 
AUTHENTICATION PROTECTIONS

It is best practice to ensure that privileged accounts 
and passwords are protected with the highest security 
possible, including two factor authentication. That way, 
if an account is ever compromised at least the passwords 
are protected. Unfortunately, Excel does not offer two 
factor authentication capabilities posing a significant 
risk of compromise by hackers or malicious insiders.

Verizon Data Breach  
Investigations Report 2016
http://www.verizonenterprise.com/verizon-insights-
lab/dbir/2016/

EXCEL LACKS SECURITY FOR 
AUDITING, TRACKING USAGE AND 
DEMONSTRATING COMPLIANCE

Excel does not possess effective auditing capabilities 
or usage tracking. This allows any employee using the 
file to access a password spreadsheet, make multiple 
copies and open and save as another file name. Once 
the spreadsheet is opened it is not possible to tell which 
password is used during the disclosure or if it was used 
in a session or changed.  Excel does not contain a history 
of the passwords nor does it integrate with any other 
security threat protection products like SIEMs or Threat 
Intelligence solutions.

EXCEL CAN EASILY MAGNIFY THE 
RISKS OF PASSWORD CREATION, 
STORAGE AND SHARING

Since Excel only stores password information, there 
is no visibility or record of who creates passwords 
or makes changes to passwords. All these functions 

require human intervention and are thus prone to 
human error and inconsistencies in password creation 
and management. Unfortunately, humans typically 
choose passwords that are generically weaker and 
often inconsistent with company policies or regulatory 
standards. So storing passwords using Excel is not 
sufficient for demonstrating compliance. And, with 
multiple admins editing a spreadsheet at the same time, 
Excel can easily contain inconsistencies in passwords 
that can result in unintentional system lockouts.

EXCEL CAN MAKE RECOVERING 
PASSWORDS VERY DIFFICULT

What happens when someone changes the password 
to the encrypted file and cannot remember it? This 
happens frequently among administrators, resulting in 
all of the passwords being locked and no access. It often 
occurs when creating a new password that requires 
complex standards. (Can you remember if the password 
used a UK English keyboard or US keyboard, and was it 
an @ or “ or ! ?) Excel 2013 does not offer a break glass 
solution to this situation and the older, less secure Excel 
versions, may have a workaround, but you sacrifice 
security for convenience.

IF EXPOSED, EXCEL SPREADSHEETS 
FOR PASSWORDS REQUIRE TIME-
CONSUMING MANUAL CHANGES

Should a breach or incident occur and your password 
file is exposed on the internet, your IT admin now has to 
manually logon to each system and change passwords if 
you’re using Excel.  Such a situation is not only extremely 
time-consuming, it can result in major inconsistencies 
and cannot guarantee that all passwords have been 
changed leaving you vulnerable.
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THERE’S NO REASON TO  
RISK YOUR KEYS TO THE KINGDOM
The lesson is clear. Using Excel spreadsheets to store 
and manage privileged account passwords is not 
only outmoded a highly unnecessary risk for your 
organization. Excel should be used for the purpose 
it was intended: storing and manipulating data for 
mathematical, calculations and graphing purposes. 
Excel is not only inefficient but a dangerous tool in 
managing and storing passwords. Especially since there 
are automated, easy to use and affordable Privileged 
Account Management solutions such as Secret Server 
from Thycotic available.

CHOOSE AN AUTOMATED, 
COMPREHENSIVE SOLUTION   
TO PROTECT YOUR PRIVILEGED 
CREDENTIALS
As a purpose built PAM security solution, Secret Server 
from Thycotic enables you to focus on IT and business 
priorities knowing that sensitive credentials and 
passwords are protected. Secret Server enables you to 
create, store, distribute, change and audit privileged 
account passwords in a secure environment.

MANAGE AND ORGANIZE PRIVILEGE 
ACCOUNTS AND PASSWORDS

Create, share, and automatically change enterprise 
passwords. Assign user permissions at any level, and 
track password usage with full audit reports. Organize 
secrets in intuitive nested folders and do it all through a 
simple, customizable dashboard.

REAL-TIME MANAGEMENT

Notify your team in real time when you change network 
passwords, craft your own Password Changers, and 
customize your alerts. Credentials are always up-to-date, 
and you’ll know immediately when an administrator 
changes a password.

SEAMLESS INTEGRATION

Get fast, convenient access with Active Directory 
integration and other excellent integration options. 
RDP/PuTTY Launchers, iPhone, Android, & Blackberry 
apps, Firefox extensions, CRM integration, Cisco, and 
SIEM. Plus, you can import credentials from other 
applications, making startup seamless.

TOP-LEVEL SECURITY

Multiple top-level security features are essential for 
enterprise password management. With Secret Server, 
you get them all: AES 256 encryption, two-factor 
authentication, 100-character passwords, custom 
workflow approvals, active session monitoring, SIEM 
integration, and more. Plus, our unique DoubleLock.

AUDIT AND COMPLIANCE

Compliance mandates place considerable importance 
on enterprise password management. Use Secret Server 
to help your organization reach SOX, PCI DSS, HIPAA, 
Basel II, MASS Regulation 201 CMR 17 compliance, 
and more. Check out our solutions for compliance and 
download our white papers.

DISASTER RECOVERY

Should disaster strike, don’t worry. Secret Server 
supports automatic database and IIS directory backups, 
as well as SQL database mirroring to create real time 
backups of all the stored data. Need high availability and 
clustering? That’s available, too. And in an emergency, 
you can always “break the glass.”

To learn more about Thycotic Privileged 
Account Management solutions visit our 
website at www.thycotic.com. 


