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UNDERSTANDING HOW THE HACKERS 
OPERATE WILL GIVE YOU CYBER 
ADVANTAGE

According to the Thycotic survey conducted at the 2016 
annual RSA Conference, cyberterrorism should be taken 
more seriously as 63 percent of respondents feel terrorists 
are capable of launching a catastrophic cyber-attack on 
the U.S. within one year. Additionally, 92 percent of 
respondents believe that a majority of US companies 
either need more security or are way behind the security 
curve to defend against cyberterrorism attacks.

The key takeaway from the Cyberterrorism 
survey: A cyberattack could cripple America’s 
infrastructure and economy and these attacks pose the 
most dangerous immediate threat to the United States, 
more pressing than an attack by global terrorist networks.

CYBERTERRORISM IS...
According to the U.S. Federal Bureau of Investigation, cyberterrorism is: Any “premeditated, politically 
motivated attack against information, computer systems, computer programs, and data which results 
in violence against non-combatant targets by sub-national groups or clandestine agents.” 

http://searchsecurity.techtarget.com/definition/cyberterrorism

Some may say the whole discussion 
surrounding the threats associated with 
cyberterrorism is hyped; however, our findings 
show that 72 percent actually feel that the 
topic isn’t hyped enough and that more needs 
to be done to protect companies and country 
as a whole from these types of vulnerabilities.
Reexamining the type of security technology 
used to protect both the U.S. government 
and private sectors is essential to keeping our 
country safe.”

Jonathan Cogley
Thycotic, Founder and CTO
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Tomorrow’s terrorist may be able to do more 
damage with a keyboard than with a bomb.  
—National Research Council.

WHAT IS THE ATTRACTION OF 
CYBERTERRORISM FOR TERRORISTS?

There are four primary reasons: 1

1. Cyberterrorism is cheaper than traditional 
terrorist methods. All that the terrorist needs 
is a personal computer and an online connection. 
Terrorists do not need to buy weapons such as guns 
and explosives; instead, they can create and deliver 
computer viruses through a telephone line, a cable, 
or a wireless connection. 

2. Cyberterrorism is more anonymous than 
traditional terrorist methods. Like many 
Internet surfers, terrorists use online nicknames or 
log on to a website as an unidentified “guest user,” 
making it very hard for security agencies and police 
forces to track down the terrorists’ real identity. And 
in cyberspace there are no physical barriers such 
as checkpoints to navigate, no borders to cross, no 
customs agents to outsmart.

3. The variety and number of targets are 
enormous. The cyberterrorist could target the 
computers and computer networks of governments, 
individuals, public utilities, etc. The sheer number 
and complexity of potential targets guarantees that 
terrorists can find weaknesses and vulnerabilities to 
exploit.

4. Cyberterrorism can be conducted remotely, 
a feature that is especially appealing to 
terrorists. Cyberterrorism requires less physical 
training, risk of mortality, and travel than 
conventional forms of terrorism, making it easier for 
terrorist organizations to recruit and retain followers.

KEY FINDINGS OF THE RSA 
CYBERTERRORISM SURVEY

64% surveyed feel terrorists are capable of 
launching a catastrophic cyber-attack on the U.S. 
within one year.

This finding were echoed by Richard Clarke, who 
was a White House advisor under three presidents. 
“Every major company in the US and Europe has been 
penetrated -- it’s industrial warfare,” said Clarke. “All 
the little cyber devices that the companies here sell have 
been unable to stop them. China and Russia are stealing 
petabytes of information.” Clarke, now a partner at Good 
Harbor Consulting firm, was among the RSA panelists 
discussing cyber-warfare.

“Nation states have created cyber-warfare units. They 
are preparing the battlefield,” Clarke said. “We have 
the governments of China and Russia engaging in daily 
activities successfully that the US government and 
private industry are not stopping and they are stealing 
anything worth stealing.

1 – Gabriel Weinmann United States Institute of Peace

Are terrorists capable of launching a catastrophic 
cyber attack on the U.S. within one year?
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72% find that terrorist inspired cyber threats are not 
hyped enough.

This finding coincides with a statement by Former 
National Security Agency Director Keith Alexander who 
said the danger of such attacks is growing. He laid out 
scenarios where a bad actor might take down the power 
grid and mount a cyberattack on the financial sector at 
the same time, causing a high degree of panic, confusion 
and economic damage.

“The use of cyber, both for criminal activity and for 
nation-state, has had a significant rise in the last eight 
years. We see this only picking up,” Alexander said at 
a discussion in Washington organized by the Aspen 
Security Forum. “We’ve told them it’s a crisis.”

50% of respondents believe U.S. private companies 
are more vulnerable than government agencies.

Survey respondents believe that private companies 
are slightly more vulnerable to cyberterrorism than 
governmental agencies. With approximately 85 percent 
of the nation’s critical infrastructure under private sector 
control, alliances between government and business are 
essential for protection against cyberterrorism.

89% of survey respondents believe that both military 
and businesses need to focus more on developing 
capabilities to defend against terrorist inspired 
cyberterrorism.

Survey respondents do not believe that organizations 
have done enough to defend against cyberterrorism. 
Fighting back against highly sophisticated, intelligent 
cyber terrorists seems to be a no-win situation.

Do you think that the terrorist inspired cyber threat 
is over-hyped or not hyped enough?

We are playing cat and mouse and, 
unfortunately, the mouse seems to be 
one step ahead most of the time.”

Jonathan Cogley
Thycotic, Founder and CTO

What is a softer target for cyber terrorism:  
U.S. private companies or government agencies?

Do you think our military and business need to 
focus more on developing capabilities to defend 
against terrorist inspired cyber terrorism?
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Based on more than a decade of experience in 
cybersecurity, we believe that companies should 
consider taking a 3-pronged approach to improving 
cyber security.  Dealing with cyber terrorists and 
cyberterrorism takes a thoroughly thought-out and 
developed security plan, and the willingness to take 
immediate action, preferably before a terrorist event 
takes place.

The following represent a high level description of how 
organizations need to leverage cyber security to protect 
against cyberterrorism:

1. Employ a defense in depth strategy to protect your 
IT infrastructure.

2. Make sure that you can effectively manage and 
effectively control the applications people can access

3. Invest in securing your machine-based privileged 
account passwords and human passwords.

4. Make sure employees and 3rd parties with access to 
IT systems have read and understand your security 
policies

5. Leverage cybersecurity best practices to protect your 
company and your clients, including their personal 
data.

Be sure that your infrastructure, whether that is your 
personal computers, servers, networks and applications, 
social media and online accounts or the multibillion-
dollar waterworks station is protected. Start small and 
expand. Regularly test for vulnerabilities.

Make sure that all human and machine-based passwords 
are strong by incorporating capital and lower case 
letters, numbers and symbols in unlikely combinations. 
Store them centrally and proactively manage and secure 
them. 

Invest in products that increase privilege password 
and system security, like malware protection and virus 
detection, and use encryption to help protect your 
client’s personal information. Make sure that you can 
control and can effectively limit access to applications 
on servers and end personal computers.

Also consider insider threat monitoring to identify 
behaviors and anomalies with your system and to help 
meet human capital demands. It takes a lot of people 
to adequately protect an organization, just as it takes 
a large number of people to complete a cyber attack. 
Therefore, think like a cyber terrorist to beat them at 
their own game. They use technologies to achieve their 
terrorist goals, so follow suit and use ethical technologies 
to battle against their unethical acts and spread security 
as far as possible within your organization.

About Thycotic

Thycotic, a global leader in IT security, is the fastest growing 
provider of Privilege Management solutions that protect an 
organization’s most valuable assets from cyber-attacks and 
insider threats. Thycotic secures privileged account access 
for more than 3,500 organizations worldwide, including 
Fortune 500 enterprises. Thycotic’s award winning Privilege 
Management Security solutions minimize privileged credential 
risk, limits user privileges and controls applications on 
endpoints and servers. Thycotic was founded in 1996 with 
corporate headquarters in Washington, D.C. and global offices 
in the U.K. and Australia. For more information, please visit 
www.thycotic.com.

THE ROAD AHEAD


