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KEY FINDINGS:
MOST COMPANIES FAILING AT 
CYBERSECURITY METRICS

With over 400 global business and security executives 
participating in this benchmark survey, more than 
half of respondents scored an “F” or “D” grade when 
evaluating their efforts to measure their cybersecurity 
investments and performance against best practices.  
Based on internationally accepted standards for security 
embodied in ISO 27001, as well as best practices from 
industry experts and professional associations, the 
Security Measurement Index benchmark survey provides 
a comprehensive way to define how well an organization 
is measuring the effectiveness of its IT security.

• 58 percent of companies are failing in their efforts 
to measure the effectiveness of their cybersecurity 
investments and performance against best practices.

Most survey respondents do not feel confident about 
how they are measuring the value of their cybersecurity 
investments, and 80% stated that they are not fully 
satisfied with the metrics available.

• 4 out of 5 companies worldwide are not fully satisfied 
with their cybersecurity metrics.

FAILURES IN PLANNING

With global companies and governments spending more 
than $100 billion a year on cybersecurity defenses, a 
substantial number---32 percent---of companies are 
making business decisions and purchasing cyber security 
technology blindly.

Even more disturbing, over 80 percent of respondents 
fail to include business users in making cyber security 
purchase decisions, nor have they established a steering 
committee to evaluate the business impact and risks 
associated with cybersecurity investments.

• 1 in 3 companies invest in cybersecurity technologies 
without any way to measure their value or effectiveness.

• 4 out 5 companies don’t know where their sensitive data 
is located, and how to secure it.

• 4 out of 5 fail to communicate effectively with business 
stakeholders and include them in cybersecurity 
investment decisions.

FAILURES IN PERFORMANCE

With Ransomware causing major havoc in the past year, 
it’s alarming that so many organizations are uncertain 
whether they have backed up information properly and if 
they can recover it in a timely manner.   Nearly two out of 
three businesses (64%) among survey respondents fail to 
recover timely, or in away that aligned with their disaster 
recovery plan. 

Results from this Security Measurement Index benchmark survey clearly indicate that companies need to do 
a better job of measuring business success and key metrics on how cybersecurity investments are performing.
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In addition, 8 out 10 companies fail to ensure that their 
IT security policies are understood by employees and 
measure this. This puts organizations at risk since human 
error or malicious intention are frequent causes of 
security breaches.

Access controls for privileged accounts in network 
systems are some of the most important ways to protect 
enterprises, including highly sensitive power accounts 
like those of a system administrator or root accounts 
that if compromised, can enable an attacker to move 
anywhere within the network undetected. Yet, nearly two 
out of three or 60 percent of our survey respondents fail 
to adequately protect privileged administrator accounts.  

• 2 out of 3 companies don’t fully measure whether their 
disaster recovery will work as planned

• 4 out of 5 never measure the success of security training 
investments

• While 80% of breaches involve stolen or weak 
credentials* 60% of companies still do not adequately 
protect privileged accounts---their keys to the kingdom

SMALL BUSINESSES ESPECIALLY 
VULNERABLE

Small and medium size businesses (SMBs) are being 
targeted more because their cyber security is typically 
much easier to compromise. Though they are not usually 
the main target but a secondary victim, the real goal of 
cyber criminals is to infiltrate partnerships SMBs have 
established with larger organizations via a supply chain 
or data shared with larger companies.    

• Small businesses targeted in 2 out of 3 cyberattacks
• 60% go out of business six months after a breach

RECOMMENDATIONS

Results of the survey clearly indicate that cyber security 
metrics must become much more of a priority than they 
have been in the past.  It appears that many organizations 
are making security decisions blindly without clear 
measurements about the impact on their cyber security 
posture, protect sensitive data, and ensure the business 
can recover efficiently from a breach.  Most of all, 
enterprises must improve their efforts to collaborate with 
their business users to effectively secure their operations.

Educate
• Educate Employees and Measure Cyber Hygiene
• Mandate that C-Level execs experience a Red Team 

assessment
• Implement “Least Privilege” approach and culture 

Protect
• Backup critical data and systems and customize your 

recovery plan for different types of cyber threats.  Test 
your restore capabilities.

• Ensure Multi-Factor Authentication is in place
• Strengthen Identity Access Management and Protect 

Privileged Accounts
• Prepare and Implement a Cyber Incident Plan

Monitor
• Control, Monitor and Report Admin privileged access to 

systems
• Correlate, monitor and audit Security Logs

Measure
• Get your Key Business Metrics Sorted
• Take the Security Measurement Index Benchmark 

Survey
• Take the Password Management Benchmark Survey


