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NEW ZEALAND CYBER SECURITY STRATEGY 
AND DETECTING THE MISUSE OF 
ADMINISTRATIVE CREDENTIALS ADVISORY

NEW ZEALAND CYBER SECURITY 
STRATEGY

The refreshed New Zealand Cyber Security Strategy 
which comes with an accompanying Action Plan and a 
National Plan to Address Cybercrime.  The new strategy 
released in December 2015 and replaces the New 
Zealand Cyber Security Strategy from 2011.  

This new Strategy signals the Government’s 
commitment to ensuring New Zealand is secure, 
resilient and prosperous online. 

FOUR GUIDING PRINCIPLES

The Strategy has four guiding principles which 
are:

1. Partnerships are essential
2. Economic growth is enabled
3. National security is upheld
4. Human rights are protected online

The new strategy has four goals to ensuring New Zealand 
is secure, resilient and prosperous online which are: 

1.  Cyber Resilience – the ability to resist cyber attacks
2. Cyber Capability – clear understanding and ability 
to protect
3. Addressing Cyber Crime – the ability to prevent, 
investigate and respond
4. International Cooperation – protect and advance 
interests in cyberspace
This new refreshed strategy has seen the introduction 

of the new National Computer Emergency Response 
Team (CERT)

The Government has invested to set up a new National 
Computer Emergency Response Team (CERT) which 
has just recently been introduced in 2017. The CERT will 
be responsible for monitoring, tracking and advising 
on cyber security incidents or attacks affecting New 
Zealand. The national CERT will be solely dedicated to 
cyber security and will be the central component of New 
Zealand’s cyber security architecture.

New Zealand’s national CERT will also work closely 
with other international teams to manage serious cyber 
threats, providing advice for New Zealand business, 
organisations and individuals on how to respond to 
global attacks.

Establishing a national CERT is core priority outlined in 
the Government’s Cyber Security Action Plan launched 
in December 2015.
  
New Zealand is increasingly reliant on information 
communication technology and an open, trusted 
Internet. Internet connectivity is an integral part of 
New Zealand’s economic growth and international 
competitiveness.

But this technology provides opportunities for those 
with criminal or hostile intentions. New Zealand’s scale 
and relatively simple telecommunications and network 
structure enables the public and private sector to work 
closely together to embed a cyber security culture, and 
to respond nimbly to evolving cyber risks.

http://www.dpmc.govt.nz/dpmc/publications/nzcss
https://www.cert.govt.nz/
https://www.cert.govt.nz/
http://www.mbie.govt.nz/about/whats-happening/news/2016/national-computer-emergency-response-team-cert-to-be-established-at-mbie
http://www.mbie.govt.nz/about/whats-happening/news/2016/national-computer-emergency-response-team-cert-to-be-established-at-mbie
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The National Cyber Security Centre which is hosted 
within the Government Communications Security 
Bureau has been making available several advisories 
available for protecting against cyber-crime including 
the recent response to the WannaCry global ransomware 
attack which impacted more than 200,00 victims in over 
150 countries.  

In addition to the advisories the NCSC is also providing 
methods to reporting cyber incidents and providing 
statistics to the current state of cyber-crime for example 
338 cyber security incidents were recorded by the 
National Cyber Security Centre in the 12 months to 30 
June 2016. This is an average of 28 incidents per month 
and represents a significant increase on the previous 12 
months when there were 190 cyber security incidents.

2016 was a major year for cyber-crime globally and 
disruption, with many major significant data breaches 
(the US presidential elections), the Distributed Denial 
of Service (DDoS) attacks using a botnet of Internet of 
Things (IoT), and the biggest data disclosure to date, 
twice, with Yahoo.  

In the recent Verizon Data Breach Investigations report 
Privileged abuse was a huge topic in the report with the 
motives for privilege abuse being either for fun/grudges 
or financial motivation. A large increase was the number 
of credentials being stolen in 2016 compared to previous 
years, in line with prediction’s that credentials are now 
the most targeted by cyber criminals who use those 
credentials to blend in with normal authorized traffic, 
carry out malicious activity and remain hidden with valid 
credentials. This was highlighted and for me is an area 
that needs more attention in cyber security. Personal 
information theft also kept with the upward trend.

A common quote from the Verizon report was, “Privilege 
misuse represents 96% of all data breaches within 
Accommodation”. This was again echoed in healthcare, 
manufacturing, and the public sector and is a major 
industry problem that needs to be addressed. Privilege 
misuse was 3rd in breaches, just behind Web App attacks 
and Cyber Espionage; 2nd in Incidents just behind 
Denial of Service.

We’ve always talked about breach dwell-time usually 
being months and sometimes years. The biggest factor 
contributing to breach dwell-time is usually a result 
of privileged account abuse with external attackers 
masquerading as privileged users. This means that 
breach dwell-time can be directly related to privileged 
accounts.  With this major challenge the NCSC has 
released the Cyber Security Advisory CSA-006-17 - 
Detecting the Misuse of Administrative Credentials. 

The advisory Cyber Security Advisory CSA-006-17 - 
Detecting the Misuse of Administrative Credentials.  
In many security incidents one of the main goals for 
attackers is to gain privileged or administrator access 
which opens the door to essentially giving the cyber-
criminals access to go anywhere on the network, hide 
tracks and perform malicious activity.  Why are user 
and privileged account passwords such prime targets 
for attackers?  Because they provide the “keys to the 
kingdom” that allow hackers and malicious insiders 
to access systems, escalate privileges and sabotage or 
steal sensitive information.   

When identities/credentials are compromised, 
attackers pose as legitimate users and easily bypasses 
the traditional security perimeter, often remaining 
undetected for weeks or months.  Their goal is to 
access privilege accounts that can open doors to nearly 
all kinds of critical assets and information across the 
organization.      

THE ADVISORY RECOMMENDS THE 
FOLLOWING PREVENTION MEASURES 
TO MITIGATE AGAINST THIS RISK

                             
1.  Minimise administrative privileges 

Least Privilege Model and Application Whitelisting.  
Do this by removing Administrator privileges or Super 
Privileges from users will reduce the possibility of 
an employee unknowingly opening or clicking on a 
ransomware, or in the situation where the employee 
visits a supplier website or public website that is 
infected and distributing the malicious software and 

https://www.ncsc.govt.nz/
https://www.ncsc.govt.nz/newsroom/cyber-incidents-for-year-to-30-june-2/
https://www.ncsc.govt.nz/newsroom/cyber-incidents-for-year-to-30-june-2/
https://thycotic.com/solutions/internet-of-things/
https://thycotic.com/solutions/internet-of-things/
https://thycotic.com/company/blog/2017/05/03/top-takeaways-from-the-verizon-2017-data-breach-investigations-report/
https://www.ncsc.govt.nz/assets/NCSC-Documents/TLPW-CSA-006-2017.pdf
https://www.ncsc.govt.nz/assets/NCSC-Documents/TLPW-CSA-006-2017.pdf
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prevent the malicious software from getting the privileges 
required to make the system unavailable stopping the 
malware in it tracks.  

This however sometimes makes employees unable to 
perform certain functions to do their day to day tasks 
and this is where application whitelisting together with 
least privilege enables and empowers the employee 
to continue doing their day to day tasks with little to 
no disruption and at the same time keeping them safe 
from malicious software, application whitelisting, 
reputation and intelligence allows an organization to 
analyse software or an executable prior to providing the 
application with the privileges they need to perform the 
tasks required, it checks whether it is coming from a 
trusted source, software library, reputation and whether 
the current system security controls increase the risk 
and as well as inform a security analyst of the request 
and intervene if required.  

Using least privilege and application control together 
is one of the most effective ways an organization can 
reduce the risk against ransomware and other variants 
of malicious software and privileged account misuse.

2. Implement further access controls around 
privileged accounts

Privileged Accounts are the top target of any attacker to 
gain access and move anywhere within a network. First, 
attackers gain a foothold in the network by any means 
possible, often through exploiting an end-user computer, 
then working to elevate their privileges by compromising 
a privileged account, which allows attackers to operate 
on a network as if they are a trusted IT administrator.  

It is extremely important to control and monitor the 
use of privileged accounts within the organization.  This 
should be a top priority for all companies  to get in control 
of these privileged and sensitive accounts.  This will help 

companies reduce privilege abuse from both insiders 
and make it more difficult from external hackers to 
compromise these accounts.

3. Fully appraise the risk from external access

Organisations need to consider the risk whenever 
outsourcing or allowing external organisations to 
access their IT infrastructure. Organisations should 
ensure that these third parties maintain a level of 
security practice that they would consider appropriate 
for their own information assets. The possibly of a 
third-party compromise and what effect that would 
have on their own networks must be considered.

4. Consider specific credential management 
solutions

Implement a comprehensive PAM solution with a 
trusted partner to help you control access to systems 
and sensitive data, comply with policies and regulations, 
and ultimately make your company safer. Look for 
software solutions that automate the identification 
and understanding of risk to your privileged accounts, 
along with continuous monitoring, recording, and 
secure storage.

RECOMMENDATIONS

The advisory recommends the following prevention 
measures to mitigate against this risk:

1.  Log and audit administrative privilege use

Organizations need to continuously audit and discover 
user accounts and applications that provide privileged 
access, and seek to remove administrator rights where 
they are not necessary.  In many cases, adopting two-
factor authentication will also help to mitigate user 
accounts misuse or compromise.

https://thycotic.com/products/secret-server/secret-server-online/
https://thycotic.com/products/secret-server/secret-server-online/
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2.  Proactively monitor privileged accounts

Although traditional logging and auditing will go a long 
way to help detect privileged account misuse, active 
monitoring or “threat hunting” related to administrative 
credentials will help detect their misuse in a more timely 
manner. This will involve developing a baseline of what 
normal administrative credential use looks like on your 
network and investigating any deviations from this, 
such as logons from unexpected locations or privileged 
accounts accessing systems they are not responsible for 
administering

More information on the advisory Cyber Security Advisory 
CSA-006-17 - Detecting the Misuse of Administrative 
Credentials can be found here: https://www.ncsc.govt.
nz/assets/NCSC-Documents/TLPW-CSA-006-2017.pdf 

FREE PRIVILEGED ACCOUNT 
MANAGEMENT FOR DUMMIES BOOK 

With so many recent high-profile breaches accomplished 
through the compromise of passwords on privileged 
accounts, it’s time all cyber security stakeholders got 
educated.

This Free Privileged Account Management for Dummies 
24-page book gives you, your IT staff, and business 
stakeholders a practical understanding of privileged 
account management and its security implications.

Download your free e-book 
thycotic.com/PAMforDummies/

10 TIPS TO ENSURE YOUR PRIVILEGED 
ACCOUNTS ARE PROTECTED AND 
SECURED

1.  Perform an extensive audit to identify who 
has access to IT admin credentials – access 
should only be given to necessary people and 
applications.

2.  Keep credentials up-to-date, set up alerts 
when an admin changes a password.

3.  Continuously audit privileged account access 
& remove access when people change roles or 
devices are un-provisioned.

4.  Keep credentials hidden.

5.  Enable 3rd party access securely.

6.  Enforce random and long privilege passwords, 
change passwords regularly, and enforce one-
time-passwords and Checkout.

7.  Record and monitor privileged account 
SESSIONS.

8.  Monitor for unusual behaviour with privileged 
behaviour analytics and usage trends.

9.Ease of integration – use a password vault 
for application passwords, do not hardcode 
passwords into devices.

10.  Remove and un-provision unused privileged 
accounts.

To learn more about how you can protect your 
privileged accounts and confidential information, visit 
Thycotic.com     

https://www.ncsc.govt.nz/assets/NCSC-Documents/TLPW-CSA-006-2017.pdf
https://www.ncsc.govt.nz/assets/NCSC-Documents/TLPW-CSA-006-2017.pdf
https://www.ncsc.govt.nz/assets/NCSC-Documents/TLPW-CSA-006-2017.pdf  
https://www.ncsc.govt.nz/assets/NCSC-Documents/TLPW-CSA-006-2017.pdf  
http://thycotic.com/PAMforDummies/
https://thycotic.com/solutions/pam-legal-services/

