
HIPAA:
MANAGING ACCESS TO 
SYSTEMS STORING ePHI 
WITH SECRET SERVER

With technology everywhere we look, the technical safeguards required by HIPAA 
are extremely important in ensuring that our information remains protected. 

Thycotic Secret Server can assist your organization in achieving and maintaining 
HIPAA compliance. 
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WHAT’S THE HIPAA 
SECURITY RULE?
Any company that holds or transfers patient health records in electronic form, or provides services to companies that work with pa-
tient health information in electronic form, must ensure that all of the required security measures are in place and followed according 
to the Health Insurance Portability and Accountability Act’s (HIPAA) Rules. 

Thycotic Secret Server assists in meeting HIPAA Security Rule’s Technical Safeguard requirements by ensuring the confidentiality, 
integrity, and security of the accounts and credentials that have access to patient health information. 

TECHNICAL SAFEGUARDS & ENSURING 
ePHI PROTECTION

Technical Safeguards require covered entities to maintain 
reasonable safeguards for protecting electronic protected 
health information, most commonly known as ePHI. 

HIPAA rules specify the covered entities must:

• Ensure the confidentiality, integrity, and availability of all 
ePHI they create, receive, maintain or transmit;

• Identify and protect against reasonably anticipated threats 
to the security or integrity of the information;

• Protect against reasonably anticipated, impermissible uses 
or disclosures; and

•  Ensure compliance by their workforce.

The HIPAA Security Rule defines “confidentiality” to mean 
that ePHI is not available or disclosed to unauthorized 
persons. Confidentiality requirements support the HIPAA 
Privacy Rule’s prohibitions against improper uses and 
disclosures of PHI. The Security Rule also promotes the two 
additional goals of maintaining the integrity and availability of 
ePHI. “Integrity” means that ePHI is not altered or destroyed 
in an unauthorized manner. “Availability” means that ePHI 
is accessible and usable on-demand by an authorized person.

With digital medical records, patient online portals, and other 
electronic methods of healthcare management, maintaining 
a secure network is critical to meet the Health Insurance 
Portability and Accountability Act (HIPAA) security 
requirements. Thycotic’s Secret Server Password Management 
Software manages the availability, rotation, and integrity of 
the privilege accounts that allow access to electronic Protected 
Health Information (ePHI). 

The tool creates a centralized, encrypted location for password 
storage, the ability to restrict access by role, full auditing of 
credential usage and automatic password changing.

Add your security policy to Secret Server to automatically 
change passwords at required times, enforce password length 
and complexity requirements, and ensure sensitive systems 
maintain a high level of access control and oversight 
over privileged accounts. Those are just a few features 
in Secret Server that are able to protect access to your 
ePHI data and ensure your company is meeting HIPAA 
Security Rule requirements.
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Administrator is a default role that comes preconfigured 
with Secret Server. This role can be customized to have 
different permissions. In this guide, ‘administrator’ 
will be used when referring to users who manage 
the system and have control over global security and 
configuration settings without Secret Server. Note that 
administrators in Secret Server do not automatically 
have access to all data stored in the system – access to 
data is still controlled by explicit permissions on that 
data. In addition, Secret Server uses different types of 
encryption to ensure data security. 

Every field, except name, on a Secret is encrypted at the 
database level with the Advanced Encryption Standard 
(AES) 256-bit algorithm. Database encryption prevents 

unauthorized access of sensitive data on the server. 
The AES encryption algorithm provides a high level of 
security for sensitive data.

How Secret Server Confirms the Integrity of 
Account Credentials

Thycotic Secret Server’s Heartbeat feature allows 
properly configured Secrets to have the entered 
credentials automatically tested for accuracy at a given 
interval. Using Heartbeat on Secrets will ensure the 
credentials stored in Secret Server are up-to-date and 
can alert administrators if the credentials are changed 
outside of Secret Server. Heartbeat helps manage 
Secrets and prevent them from being out of sync.

PROTECTING ACCESS 
TO ePHI
Thycotic Secret Server uses role-based access control, which provides the ability to set strict, granular permissions 
for each user. All features in Secret Server are made available to users based on permissions, which collectively make 
up roles. Access to features within Secret Server is controlled using user roles.

IT Admin

Role-based access 
to credentials and/or 

needed to access ePHI

Workstations Servers ePHI

PATIENT 
INFORMATION

Other Supported 
Devices
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Required implantation specifications must be 
implemented no matter what. Addressable 
implementations must be implemented if it is 
reasonable and/or appropriate to do so. It’s important 
to note that “addressable” implementations are not 
optional; when in doubt, implement the addressable 
specification. The following sections of this document 
will give an in-depth analysis as to how Thycotic Secret 
Server can be used in your environment to implement 
policies and procedures to secure the accounts used to 
access electronic protected health information (ePHI) 
allowing your environment to meet HIPAA’s Technical 
Safeguard requirements.

Technical Safeguards

Technical Safeguards focus on the technology that 
protects PHI and controls access to it. There are five 
standards associated with the Technical Safeguards 
section: Access Control, Audit Controls, 
Integrity, Authentication, and Transmission 
Security. 

Access Control. A covered entity must implement 
technical policies and procedures that allow only 
authorized persons to access electronic protected 
health information (ePHI).

Audit Controls. A covered entity must implement 
hardware, software, and/or procedural mechanisms 
to record and examine access and other activity in 
information systems that contain or use ePHI.
Integrity Controls. A covered entity must implement 
policies and procedures to ensure that ePHI is not 
improperly altered or destroyed. Electronic measures 
must be put in place to confirm that ePHI has not been 
improperly altered or destroyed.

Transmission Security. A covered entity must 
implement technical security measures that guard 
against unauthorized access to ePHI that is being 
transmitted over an electronic network.

MEETING THE HIPAA 
SECURITY RULE FOR IT
The HIPAA Security Rule is made up of three parts: Physical, Administrative, and Technical Safeguards which ensure 
the confidentiality, integrity and security of protected health information (PHI). All three parts include implementation 
specifications which are classified as “required” or “addressable”. 
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HIPAA TECHNICAL  
SAFEGUARDS

Standard

Access Control

Authentication

Access Control

Access Control

Access Control

Transmission 
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Audit Controls 

Standard 
Details

Unique User 
Identification

Unique User 
Identification

Emergency Access 
Procedure 

Automatic Logoff

Encryption and 
Decryption

Encryption

Audit 

Implementation  
Specifications

Required

Required

Required

Addressable

Addressable

Addressable

Required

How Safeguard is addressed by Thycotic Secret Server

In Secret Server each user is assigned a unique name and/
or number for identifying and tracking user identity. Either by 
integrating Secret Sever with Active Directory or creating a unique 
local account for a user. 

Active Directory settings can be configured in Secret Server by 
going to Admin | Active Directory. Local users can be created by 
going to Admin | Users. Through these features Secret Server is 
able to verify that a person or entity seeking access to ePHI is the 
one claimed.

Secret Server has numerous establish procedures for obtaining 
necessary ePHI during an emergency. These procedures are listed, 
in detail, in Thycotic’s Disaster Recovery Guide.

Secret Server has implemented electronic procedures that terminate 
an electronic session after a predetermined time of inactivity. 
Application settings, such as “Force Inactivity Timeout”, “Prevent 
Application from Sleeping When Idle”, “Remember Me is valid For” 
which allow you to administer that a session is terminated after a 
configurable amount of time.

These settings are found by going to Admin | Configuration and 
toggling between the General and Login Tabs.

Secret Server has the ability to encrypt and decrypt Secrets stored in 
Secret Server using AES-256 bit encryption. All Secret Server data 
is encrypted and cannot be access by anyone other than the user 
with the proper permission, specified by each client, within their 
own Secret Server. Additional layers of security are available such as 
SHA512 hashing, two-factor authentication, Auditing, and more. A 
detailed description of Secret Server’s security settings can be found 
in Thycotic’s Security Hardening Report.

Secret Server keeps detailed audit records on actions in Secret 
Sever. It is able to examine user activity in information systems 
that contain or use ePHI not only through detailed user and admin 
audit reports, but through Event Subscriptions, real-time session 
monitoring/recording, settings such as Request Approval, and more.

Audit Reports and Request Access can be found on the Secret 
Level by selecting the Secret | View Audit and Secret | Security. 
Event Subscriptions can be configured by going to Admin | Event 
Subscriptions. Session Monitoring/Recording can be configured by 
going to Admin | Configuration. 

This table shows a breakdown of how Thycotic Secret Server can 
be configured to ensure the management of privilege accounts 
used to access ePHI meet the five standards associated with the 
Technical Safeguards. 



THYCOTIC SOLUTIONS  |  WHITEPAPER

THYCOTIC SECRET SERVER WILL 
PROTECT YOUR INFORMATION SYSTEMS

This one is a given, but not everyone takes the time to 
do it! Make sure all of your servers (ALL of them – not 
only those that specifically handle personal health 
information) have strong, unique passwords that 
are rotated frequently. Don’t leave any easy targets 
for intruders to exploit. Require users to change 
their passwords often and enforce strong password 
requirements.

Secret Server provides the ability to manage server 
and systems accounts, not only by storing them in a 
central repository, but also by changing them on a 
regular, scheduled basis. Improve password strength by 
configuring password requirements for Secret Server’s 
random password generator.

Have too many servers on your network to keep track 
of? Secret Server can automatically discover the local 
Windows and service accounts on your network and pull 
them into Secret Server to be managed.

ENCRYPT DATA IN TRANSIT

Especially personal health information (PHI), but this 
applies to all information that secures the systems 
storing and transporting PHI as well. Use SSL/TLS to 
encrypt data being sent over the network.

Secret Server encrypts all sensitive information before 
it’s stored and, as a web-based application, supports the 
use of SSL/TLS encryption for access.
 

What does this mean? Your passwords and any other 
private information such as credit card numbers, pin 
codes, or even documents are encrypted and stored 
securely in one central repository.

RECORD ACCESS TO DATA

HIPAA requires measures to ensure data isn’t 
modified or deleted without authorization. Keep an 
accurate record of who has access to which systems or 
information and why.

Once your accounts are managed by Secret Server, 
it will be your central point for sharing and auditing 
access to privileged credentials. Secret Server keeps 
an audit of who views and edits credentials, showing 
you who had access, which system or data they needed 
access to, and when. You can even require comments 
to keep a more comprehensive audit trail of why a user 
accessed the data.

PROVIDE DOCUMENTATION

Have reports and audit logs available in case any 
information is requested for review. Secure access to 
documentation so you are able to track exactly who has 
the ability to review it.

Secret Server contains a number of built-in reports 
that will give you an overview of the status of your 
passwords, who has access to credentials and data, and 
more. Use a read-only user role to allow auditors to 
access reports and documentation without the ability to 
view or edit sensitive information.

RECAP:  
WHAT YOU NEED TO KNOW



With technology everywhere we look, the technical safeguards required by HIPAA are extremely important in ensuring 
that our information remains protected. Thycotic Secret Server can assist your organization in achieving and maintaining 
HIPAA compliance. For healthcare IT teams managing sensitive patient data, protecting from both external and internal 
threat is critical. A healthcare data breach not only damages the reputation of your organization, but brings substantial 
financial implications from monetary HIPAA fines and potential lawsuits. Thycotic Secret Server helps IT teams within 
healthcare ensure compliance by providing full auditing on privileged users, detailed reporting, lifecycle management of 
privileged credentials, and strict access controls to protect patient data.

SEE FOR YOURSELF!
Try Secret Server free for 30 days
www.thycotic.com/secret-server
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