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case study

Iceland’s leading IT Service 
Provider chooses Secret Server 
Password Management

BACKGROUND
Founded in 1992 and publicly traded since 1995, Nyherji 
is one of Iceland’s leading service providers in the field of 
information technology. They are trusted by over 1,000 
corporate clients and offer complete information technology 
solutions, including consulting, hardware and software 
provisioning, and office equipment and technical services.

CHALLENGES
With 450 employees assisting both local Icelandic 
clients and large foreign technology firms, Nyherji 
has a complex network infrastructure, which includes 
thousands of endpoints and their own hosting solution.

Nyherji’s most important problem was to protect 
internal and customer passwords in a secure and 
reliable way. Arnar Gunnarsson explained that 
Nyherji needed a password management tool that was 
encrypted and insured auditing of password usage. 

“We have some processes and policies we needed 
to fulfill both for our own internal systems and our 

customers’ systems,” said Arnar Gunnarsson at Nyherji. 
Many of Nyherji’s customers must meet 
compliance requirements, which require them 
to have a password management system, audit 
password requests, and limit access by user roles.

Before choosing Secret Server, Nyherji had been using another 
password manager, but realized they needed to find a new 
solution to better manage their privileged account passwords.

“We felt that we really needed to protect both our 
information and our customers’. Relying on a non-
centralized password management solution wasn’t 
something we were interested in,” said Arnar Gunnarsson.

SOLUTION
There are many big wins Nyherji managed to achieve by using 
Secret Server, but Arnar Gunnarsson confirmed their biggest 
wins were centralized storage, compliance, and auditing.  

“Storing our passwords this way, and providing our customers 
with safe storage for their passwords, shows the importance 
we place in security and compliance,” said Arnar Gunnarsson.

When choosing a new solution, Nyherji created a team 
of two seasoned system administrators to search and 
review systems. They presented their findings to an 
internal strategy team that made the final decision.

“Some options were eliminated immediately,” said Arnar 
Gunnarsson, but they finally narrowed the list to four 
systems that made it to their proof-of-concept phase.

We felt that we really needed to 
protect both our information and 
our customers’. Relying on a non-
centralized password management 
solution wasn’t something we were 
interested in.

Arnar Gunnarsson
 Senior Systems Engineer 
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The final four tools reviewed had similar features to 
Secret Server, but Nyherji felt the overall quality of 
Secret Server was better. After trialing each product, 
the decision-making team at Nyherji was convinced 
that Secret Server provided the most confidence.

“After an in-depth review,” said Arnar Gunnarsson, 
“we decided that Secret Server fulfilled our feature 
needs and had an easy/simple usage and good pricing.”

BUSINESS IMPACT
“We immediately noticed that all aspects of password 
management take a fewer number of hours compared to our 
old solution,” said Arnar Gunnarsson. 

Currently, a Senior Systems Administrator and an Access 
Specialist manage Secret Server together, but in the future, 
Nyherji expects one of their Access Specialists to perform 
day-to-day management of Secret Server, along with his 
typical daily responsibilities.

They have big plans for Secret Server, and are taking 
advantage of the tiered implementation option to start using 
new features over time. 

Because security is so important, Nyherji configured event 
notifications for events of concern, including if someone 
turns on Unlimited Administrator Mode, or exports Secrets.

Nyherji is still increasing the usage of Secret Server, but is 
already managing thousands of credentials in the system. 
They are also looking to expand Secret Server to additional 
divisions of the company.

We immediately noticed that all 
aspects of password management take 
a fewer number of hours compared to 
our old solution.

Arnar Gunnarsson
Senior Systems Engineer

WRAP-UP
 

Secret Server is used by IT departments worldwide 
to secure privileged passwords and other sensitive 
data.  Secret Server is the flagship product of Thycotic 
Software, a global provider of IT security solutions.

Organizations can increase their security posture and 
password compliance by deploying Secret Server. A fast, 
easy, enterprise solution, Secret Server secures access 
to admin and service accounts, improves productivity 
and reduces the potential for human error. 

SECRET SERVER BUSINESS CASE
aEasy deployment.
aLow cost and time commitment to support.
aFlexible options for future growth.
aPeace of mind through high availability and disaster 

recovery.
aCentralized control.
aFull auditing and reports.
aSecurity policy enforcement for passwords. 
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