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case study

MSP adds employee efficiency 
and cost savings through 
Thycotic’s privileged account 
manager 

BACKGROUND
A US-based Managed Service Provider (MSP) acts as 
a full-service, outsourced IT department for small and 
medium-sized businesses. With 25 employees, they serve 
100 different companies, many of which are nonprofits and 
associations.

“We provide small business support for companies with 
10-300 people,” says the CTO, “and our model is non-
traditional; all of our customers are with us long-term.”

The company’s key to success? They work to make all their 
clients as effective as possible. 

CHALLENGES
“Right now, everyone is competing for IT talent and most 
small and medium businesses can’t compete. They don’t 
have the staff available to run systems in house.” The CTO 
went on to explain that as an MSP, they also have to compete 
for top talent and, therefore, have to provide solutions that 
make their team as productive as possible.

As is common with MSPs, any staff turnover can create a big 
impact. When an employee leaves, the MSP has to figure out 
what accounts the employee had access to, both internally 

and at client sites. “When we have staff changes,” says the 
CTO, “we need the ability to know what passwords were 
accessed by that person and change them if needed.”

Changing passwords can be a time-consuming process, 
and a large business expense for MSPs like this one, which 
provides all-inclusive service including technical support.

SOLUTION
“I always tell our clients you should rely on experts for 
solutions, not try to make your own in-house,” says the 
CTO. “Why take all that time and effort away from your real 
business objectives to make software?” 

Because they offer unlimited support to customers, a 
seamless solution is critical to their business success, which 
in turn, is good for their customers. 

Before using Thycotic Secret Server, the CTO explained that 
it was hard to enforce secure password practices. “I used 
to say, ‘I don’t want to see passwords written down in your 
notebook!’” With Thycotic Secret Server, they are more 
successful enforcing best practice rules because the solution 
is a “pleasure to use.” 

The tool is also important in their environment because of 
its ability to track what passwords are used by each person. 
With a high-volume client base, the company needs the 
ability to keep passwords secure on a daily basis and through 
staff changes. The tool enables them to know which staff has 
accessed what, and change those passwords if needed.

“The ability to have a centralized tool reduces risk,” says the 
CTO. His team has also capitalized on Secret Server’s 

You’re going to be more successful 
enforcing rules if the solution is a 
pleasure to use, and Thycotic does 
that.

CTO

 Managed Service Provider 
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centralized password repository by adding several team 
shortcuts, such as adding links between their CRM 
documentation and the associated credential folder within 
Secret Server. 

The team creates separate folder structures for each 
customer. Each folder structure has its own customized 
permissions. The team also uses Thycotic Secret Server’s 
mobile apps so they can manage credentials on the go. 

“We don’t believe in having to babysit our tools and [for 
password management] we would never be able to maintain 
a solution as well as Thycotic can maintain it.”

BUSINESS IMPACT
The biggest business impact Thycotic Secret Server 
brought to their team was its ability to eliminate calling a 
manufacturer or going onsite to get access to equipment. 
“If we can solve problems because we have the right 
documentation,” says the CTO, “then we save money. [For 
an MSP] it’s very rare that the problem is from a bug. Mostly, 
it’s a lack of documentation.”

The tool also does not need to have a software client installed 
onsite, saving money and time from another potential site 
visit.
“This is our second or third most used tool.” The CTO 
explains that their engineering team uses the tool daily 
to manage firewalls, servers and switches, among other 
network equipment, and the solution is used by their teams 
around the country.

When the company first switched to Thycotic’s centralized 
password management tool, the CTO mentioned they 

appreciated the built-in reports, which helped gauge 
their password risk. The reports provided a view of which 
credentials were in the system and which were not, 
subsequently improving the adoption process. 

Today, training for the tool is built directly into their 
onboarding process, so all employees can start using it 
immediately. 

“Once we rolled the tool out,” he said, “we started to see some 
interesting changes on the team. Not only did people start 
using it to manage client passwords, but they also started 
using it personally.” The CTO pointed to that change as an 
important step for security – it showed that their employees 
truly learned the value of password security.We need to work with companies that 

have staying power and understand 
where the world is going.

CTO

 Managed Service Provider

WRAP-UP
 

Secret Server is used by IT departments worldwide 
to secure privileged passwords and other sensitive 
data.  Secret Server is the flagship product of Thycotic 
Software, a global provider of IT security solutions.

MSPs can increase their security posture and 
management efficiency by deploying Thycotic Secret 
Server. A fast, easy, enterprise solution, Secret Server 
secures access to admin and service accounts, improves 
productivity and reduces the potential for a security 
breach. 

SECRET SERVER BUSINESS CASE
aEasy deployment.
aLow cost and time commitment to support.
aFlexible options for future growth.
aPeace of mind through high availability and disaster 

recovery.
aCentralized control.
aFull auditing and reports.
aSecurity policy enforcement for passwords


