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BACKGROUND

Founded in 1890, the University of Tasmania is the 
fourth oldest university in Australia. Throughout its 
history, it has been a catalyst for social, economic and 
cultural development and – arguably most importantly – 
a place of life and learning for 90,000 alumni who have 
built their lives and careers in Tasmania and around the 
world.  The university ranks in the top two per cent of 
universities worldwide with more than 29,000 local, 
national and international students, along with 90,000 
alumni spread across more than 120 countries.

The university’s internationally recognized teaching 
programs and research institutes include the Australian 
Maritime College (AMC), Menzies Institute and Institute 
for Marine and Antarctic Studies, offering exchange 
arrangements with institutions in more than 90 
countries throughout Europe, Asia and North America.  
Its researchers and post-graduate students are engaged 
in projects such as global warming (with NASA), tourism 

in China, aquaculture in Vietnam, forestry in Indonesia, 
computing in Korea, cardiovascular disease with the World 
Health Organization and mineral resources projects in 17 
countries.

CHALLENGES

Connecting more than 80 sites, along with 75,000 
staff, students and alumni accounts, Nathan Tenaglia, 
heads the Enterprise Services and Networks team for IT 
Services that manages more than 200 systems and 1500 
servers.  Reporting to Infrastructure and Operations, 
Nathan directs several IT teams including Data Networks, 
Cloud & Infrastructure Services, Identity Services, Device 
Management, Database Services, System Administrators 
and more within the ICT environment. He also supports 
the ServiceNow platform that serves as the universities IT 
service management tool.
“When I first joined the University in 2013,” Nathan 
recalled, “I immediately recognized the need for a tool or 
platform to help securely store and manage passwords.  The 
system at that time relied on a hosted, password protected 
spreadsheet in one of our file shares. It was insecure, slow 
and allowed only one person to edit the content at any one 
given time which made it an administrative nightmare.”
Nathan coordinated a market scan for a solution that could 
be deployed quickly and easily to remedy the existing 
solution.

“Thycotic lets me observe what secrets my users are looking 
at. I can see if a client person is looking at router passwords 
and if there is something unusual in their activity. I feel that 
I get, not only control, but the essential visibility into what 
my team is doing in regard to their job duties.”
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Easy-to-Use, Easy-to-Deploy Secret Server Cloud Delivers Comprehensive PAM Security

“We’ve had Secret Server Cloud for a couple of 
years, and I don’t recall a single instance where 
it’s been unavailable. The responsiveness of 
the system has been great, and I don’t have any 
negative feedback. We don’t really have to think 
about it too much. It just works.”

Nathan Tenaglia,
University of Tasmania

Manager of Enterprise Services & Networks
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SOLUTION

Nathan was attracted to a Cloud password management 
solution with two-factor authentication from the start, 
he remembered, even though he got some pushback 
from colleagues. “For some, it was a scary concept to use 
a Cloud-based password management solution which 
would hold the keys to our castle,” he said. “My team and I 
were able to demonstrate the service was far more secure 
than the existing configuration.” 

For Nathan, Secret Server Cloud offered several key 
advantages.  Hosted in the highly secure and available 
Azure platform, Secret Server Cloud delivers multiple 
layers of PAM security that IT admins can readily use to 
secure privileged accounts. Secret Server Cloud can be 
deployed in minutes, and users find it extremely easy to 
use---a major selling point for Nathan. 

“Ease of use is important to us,” he emphasized, “because 
finding time to sit down and wade through training 
videos---or reading through internal knowledge articles 
to just understand how to use a password management 
platform---can be very frustrating for a busy team.  So, it 
was important our solution was easy to use, and Secret 
Server Cloud certainly checked all those boxes.”

Nathan noted that the pricing for Secret Server Cloud was 
very competitive compared with alternatives that were 
evaluated. And, that Secret Server Cloud delivered role-
based segregation of duties, AES 256-bit encryption, and 
instant reports to help meet compliance requirements 
with minimal effort.

Deployment of Secret Server and spreadsheet converted 
passwords was completed within a week, according to 
Nathan.  “We created a folder structure to configure 
permissions for those folders, and our users can only see 
what they need to see.”

BUSINESS IMPACT

“We’ve had Secret Server Cloud for a couple of years, and 
I don’t recall a single instance where it’s been down,” said 
Nathan.  “The responsiveness of the system has been 
great, and I don’t have any negative feedback. We don’t 
really have to think about it too much. It just works.”

In addition, Secret Server Cloud helps demonstrate 
compliance with the university’s Audit and Risk 
assessment in relation to privileged access and backend 
security processes.  The assessment which is provided to 
the executive management of the university, includes an 
external penetration test along with a report specifying 
levels of security and recommendations for changes if 
needed.

“There were no secure password storage issues identified 
when they scanned our environment,” Nathan remarked. 
“When I mentioned we had Secret Server for our password 
management with two-factor controls, the conversation 
very quickly moved onto other topics. It was not considered 
a risk to the University, and from my perspective, it was 
verification that we’d succeeded.”

WRAP-UP

“To manage password access for such a large number of 
widely dispersed and diverse users,” Nathan explained, 
“you’ve got to have a solution that you can depend on 
every day.  Secret Server Cloud is so simple and easy to 
use.  You just go to it, you log in, get your password, you 
jump out, and you do it again when you need to.”
He appreciated how the Thycotic sales staff gave him 
“unbiased advice” in helping him make a buying decision.  
And he emphasized the importance of Thycotic support 
staff in how comfortable they made him feel during the 
onboarding process, offering extra help to populate 
passwords from his spreadsheet files.
“Moving from having a password protected spreadsheet, 
to getting Secret Server Cloud fully deployed and using it 
every day has been a great process all the way through,” 
Nathan concluded.


