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SAFEGUARD GOVERNMENT DATA WITH SECURITY 
CONTROLS THAT SATISFY FISMA MANDATES AND 
NIST IMPLEMENTATION REQUIREMENTS

OVERVIEW
Cyber threats, including state-sponsored attacks, are 
becoming more sophisticated and persistent. The potential 
for malicious actors to capture and exploit privileged 
credentials that allow them to breach government 
networks is a growing security concern and a focus of 
regulatory controls.

When government insiders have privileged access to 
information they can intentionally or unwittingly provide 
entry to threat agents. There is potential for them to be 
recruited by foreign entities for cyber espionage with 
social engineering strategies. More likely, insiders with 
privileged credentials may find ways to skirt security 
controls in a well-intentioned effort to get their jobs done 
more quickly. As a result, they put confidential, protected 
information at risk. 

SECURING PRIVILEGED ACCOUNTS IS A KEY 
COMPONENT OF FEDERAL CYBERSECURITY 
STANDARDS. 

To protect sensitive data and mission-critical systems 
from cyber attack, the Federal Information Security 
Management Act (FISMA) mandates that federal agencies 
and government contractors develop, document, and 
implement a security program. The National Institute 
of Standards and Technology (NIST) outlines steps 
covered entities must take to comply with FISMA in NIST 
SP 800-53. It is a comprehensive approach to security 
preparedness that provides a framework for federal 
agencies and contractors to set their parameters for 
security controls and accountability. 

NIST SP 800-53 has a heavy emphasis on access control 
and user activity monitoring, designed to detect and 
prevent insider threats. These security controls also 
address increased needs for securing mobile devices, 
engineering systems that provide detailed auditing, 
and setting security rules for the buildings that house 
government information.

Federal entities and contractors that serve the federal 
government are subject to annual FISMA compliance 
audits. Noncompliance could lead to penalties or the loss 
of an ATO (Authority to Operate) and the potential to lose 
follow-on or incumbent contracts. 

Suspicious insider behavior that 
could indicate malicious activity

• Unusual information usage 
• Inconsistent work hours
• Asking co-workers for passwords
• Attempts to gain higher permission than needed
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UP TO 80% OF CYBER ATTACKS ARE ASSOCIATED WITH WEAK OR STOLEN CREDENTIALS. 

As organizations grow, add subcontractors and integrate cloud services, the number of applications, devices and accounts IT 
teams must secure increases exponentially and management becomes more complex. 

IT administrators have privileged accounts that allow them to access workstations, servers, switches, firewalls, routers, 
applications, and/or database servers to manage devices and troubleshoot problems. Local administrative accounts on 
workstations allow business users to download and run applications and access confidential information. Privileged accounts 
may also be created as part of the development process in order to allow databases, applications, and infrastructure to 
authenticate and exchange information automatically.

In larger organizations there can be hundreds if not thousands of privileged accounts in any number of locations. When left 
unmanaged they pose a major security risk.

Privilege account management (PAM) is critical for government agencies and contractors to maintain secure operations. With 
PAM, security controls limit access to sensitive information and curtail an attacker’s ability to circulate unhindered throughout 
your IT environment.
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SECRET SERVER
Privileged Account Security and Password Protection

Set strict, granular permissions for each user who has access to systems that store information. Securely cre-
ate, manage, and store credentials used by users and systems to access and share data. 

PRIVILEGE MANAGER
Endpoint Security and Application Control

Implement and maintain least privilege best practices to segment and protect data. Policy-based application 
controls allow users to do their jobs without requiring unneeded access or local administrative rights. 

PRIVILEGE BEHAVIOR ANALYTICS
Proactively Detect Breaches and Prevent Data Theft

Analyze use and distribution of privileged accounts and access across your organization. Detect anomalous 
behavior to prevent breaches before they cause damage. 

Thycotic’s end-to-end Privileged Account Management (PAM) solution protects sensitive data and helps you comply with 
NIST SP 800-53.

To prevent threat agents and malicious insiders from exploiting privileged credentials, Thycotic provides federal agencies 
and contractors with PAM solutions that are both comprehensive and easy to implement.

Organizations can generate authorized password credentials, securely store them, renew, and rotate those credentials on 
schedule and on-demand. Continuous monitoring allows security teams to detect anomalous behavior and an audit trail 
records usage activity so you can prove appropriate controls, and conduct forensics if a breach does occur.

Our award-winning product suite controls access to sensitive data, manages and protects privileged credentials for 
individuals and systems, and tracks and records all privileged access. 



THYCOTIC  |  MAPPING THYCOTIC PRIVILEGE MANANGEMENT TO FISMA/NIST REQUIREMENTS

DC | LONDON | SYDNEY
e:  sales@thycotic.com

t:  @thycotic

www.thycotic.com

SEE HOW WE MAP TO NIST SP 800-53 SECURITY CONTROLS (BY REQUIREMENT “FAMILY” AND 
ASSOCIATED “ENHANCEMENTS,” AS DEFINED BY NIST.)

Requirement Description* Thycotic Privilege Management Solution
ACCESS CONTROL 
(AC)

The Access Control Family provides 
guidelines for organizations to set, 
establish, manage, and control account 
access across information systems under 
their responsibility. Enhancements include 
account management, enforcement, policies 
and procedures, session lock/termination, 
unsuccessful login attempts, notifications, 
and permitted unauthorized uses.

Thycotic provides privilege security protections 
including account access control for any 
number of systems. Our solutions implement 
Role Based Access Control (RBAC) to ensure 
that users and admins can only access 
information and capabilities that are relevant 
to them. 

Secret Server helps organizations discover 
privileged accounts and control access to 
systems. Additionally, Secret Server’s session 
proxy capabilities ensure that access to 
sensitive endpoints is controlled, protected, 
and auditable. Secret Server can serve as 
the proxy “launching” platform for access to 
remote systems so that access can always be 
isolated and controlled.

AWARENESS AND 
TRAINING (AT)

The Awareness and Training Family guides 
organizations to enact a security training 
policy for current and new workers, updated 
training if systems change, specialized role-
based training for assigned security team 
members, and records for security training 
activities. 

Thycotic provides a free, online training course 
to help employees understand the importance 
of password security and protecting privileged 
passwords. Organizations can make these free, 
online courses part of their ongoing security 
awareness and training programs. 

Thycotic also provides two free books, 
Cybersecurity for Dummies and Privileged 
Account Management for Dummies, which 
can be used to educate IT staff and agency 
leaders on how privileged accounts are used by 
hackers and malicious insiders, and steps to 
protect these accounts.

https://thycotic.com/solutions/free-it-tools/privileged-password-security-certification/
https://thycotic.com/resources/wileys-dummies-cybersecurity/
https://thycotic.com/resources/wiley-dummies-privileged-account-management/
https://thycotic.com/resources/wiley-dummies-privileged-account-management/
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Requirement Description Thycotic Privilege Management Solution
AUDIT AND 
ACCOUNTABILITY 
(AU)

The Audit and Accountability Family estab-
lishes the rules, procedures, security, scope of 
tracing, and implementation of a reviewable 
audit and accountability information system. 
Enhancements include setting an auditing pol-
icy for  procedures, content, events, security, 
recording, storage, monitoring, report genera-
tion, and analysis.

Every action and activity within Secret Server 
is recorded and auditable with an immutable 
audit log. When a user accesses a privileged 
account, not only is the access audited, but so 
are the actions they take, such as copying the 
password to a clipboard. Each activity is tied 
back to a specific user for accountability.

Additionally, organizations can leverage Secret 
Server’s session monitoring to store keystrokes 
and video recordings of all active sessions that 
are created through Secret Server.

SECURITY 
ASSESSMENTS AND 
AUTHORIZATION 
(CA)

The Security Assessments and Authorization 
Family puts the focus on an organization’s 
compliant risk management strategy by 
developing, documenting, dissemination, 
enacting, and reviewing policy as required. 
Enhancements include creating annual 
assessments, establishing independent 
assessors (or internal auditing teams), 
authorizing information systems, 
interconnections (internally and externally), 
planned remedial actions for fixing 
weaknesses, setting authorizing official, 
metrics and frequency of monitoring, and 
performing penetration testing.

Credential management, access control and 
least privilege are implemented and managed 
easily via policy-based controls.

Thycotic provides out-of-the-box and custom 
reports so that security teams can easily 
demonstrate compliance with executives and 
auditors during assessments. 

CONFIGURATION 
AND 
MANAGEMENT 
(CM)

Configuration and Management Family sets 
the standards for a variety of information 
systems and components. Enhancements 
include establishing a baseline configuration 
for each device that aligns with least privilege 
functionality, tracking configuration-
controlled changes, analyzing to determine 
security impacts to changes, enforcing 
physical and logical access restrictions, 
tracking and reporting on systems and 
components within the systems’ boundaries, 
creating and enforcing configuration, and 
establishing policies for user-installed 
software.

Thycotic’s Privilege Manager solution helps 
organizations implement and enforce least 
privilege policies on devices including servers 
and endpoints with granular, contextual 
application control. Policies can be configured 
to allow only approved software to be installed, 
and can control how that software is allowed to 
operate (such as preventing it from kicking off 
child processes or bypassing UAC without the 
user being an admin).

Non-approved or known malicious software 
can be added to blacklists. Unknown software 
can be added to a greylist to allow it to run 
in restricted mode, without access to system 
controls or configurations. 
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Requirement Description* Thycotic Privilege Management Solution 
CONTINGENCY 
PLANNING (CP)

Contingency Planning Family establishes the 
processes and activities required if a contin-
gency plan is enacted. Enhancements include 
setting recovery objectives and priorities, 
training workers on the process, testing 
contingency plans, creating a backup site and 
communications for when the system is un-
available, and defining safe mode for systems.

Thycotic solutions can be deployed for high 
availability, scheduled backups, and geo-
replication. Additionally, our solution also 
has a “break-the-glass” mode requiring dual 
authorization that allows organizations to 
instantly rotate privileged credentials across 
the organization, and quickly recover from 
emergencies involving privileged access.

IDENTIFICATION 
AND 
AUTHENTICATION 
(IA)

The Identification and Authentication Family 
and its enhancements establish how users 
or devices within an information system 
will be given unique identifiers for local and 
network access, methods such as passwords 
to gain that access, administering the use of 
a cryptographic device during login, and re-
authorization thresholds. 

When access to systems are proxied through 
Secret Server, all users are provided an 
individual login account (two-factor 
authentication available) to access those 
systems. Additionally, if an organization 
is using an Identity Management and 
Provisioning solution, that system can be 
integrated directly with Thycotic’s solution.

INCIDENT 
RESPONSE (IR)

The Incident Response Family establishes 
a policy and plan to structure the roles, 
responsibilities, coordination, and 
compliance requirements during an 
information system security incident. 
Enhancements include the creation of 
training that includes simulated events and 
automated training environments, testing 
overall response effectiveness, handling 
those incidents (preparation, detection 
and analysis, containment, eradication, 
and recovery), monitoring systems, data 
collection, reporting correlation, and alerting 
security teams about leaked information 
during an incident.

Organizations can leverage Thycotic Secret 
Server auditing, keystroke logging, and session 
monitoring to analyze privilege account access, 
and replay active sessions to determine exactly 
what happened on the endpoint during an 
incident response investigation. Additionally, 
access to these endpoints can be controlled 
through Secret Server to remediate issues and 
protect endpoints.

MAINTENANCE 
(MA)

The Maintenance Family establishes rules 
and procedures required for the repair or 
maintenance of an organization’s systems 
or components. Enhancements include 
scheduling, performing and documenting 
information system maintenance and 
repairs, approving those procedures (on-
site or off-site), sanitizing all information 
from systems or media for off-site repairs, 
checking security controls on the devices 
(including maintenance tools), authorizing 
access for maintenance personnel, and setting 
timeframes for maintenance support.

Organizations can control third-party access to 
sensitive systems for maintenance purposes, 
granting one-time authorized access that 
expires once work is completed. Additionally, 
access to systems can be granted in advance 
for a specific period of time. With session 
monitoring, each active remote maintenance 
session can be recorded and reviewed later if 
necessary.
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Requirement Description* Thycotic Privilege Management Solution 
PHYSICAL AND 
ENVIRONMENTAL 
PROTECTION (PE)

The Physical and Environmental Protection 
Family establishes protections within 
an organization’s facilities and buildings 
that adhere to government security 
standards outside of information systems. 
Enhancements include a process for 
approving/reviewing/revoking/
monitoring authorized access for 
individuals at entry/exit points, changing 
access control cards, safeguarding the 
physical transmission/power lines used by 
information systems, controlling physical 
access to a system’s output devices, recording 
all visitor access, establishing emergency 
process for power, shutoff and lighting, 
creating fire and water protection systems, 
regulating temperature and humidity, and 
removing systems or components entering or 
leaving a facility. 

This family is not directly applicable to 
Thycotic’s solutions as we don’t offer 
physical/ environmental protections. To add 
an additional layer of protection to physical 
security, organizations can store credentials 
such as door pin codes within Secret Server for 
safekeeping and ensue that only appropriate 
individuals have access to the codes.

PLANNING (PL) The Planning Family establishes the rules 
to create a security plan and its required 
content and procedures. Enhancements 
include the development of a security plan 
that assigns authorization boundaries of the 
system (security categorization, connected 
systems, rules of behavior), develops a 
security Concept of Operations (CONOPS) 
for how it will operate the system, creates an 
information security architecture to detail 
how it will protect information within the 
organization’s environment, and calls for the 
implementation of a central tool to manage 
all security-related processes. 

Thycotic’s solutions are centrally managed 
from a single user interface and give 
administrators the eyes they need on 
their entire privilege security program.  IT 
administrators can work from a single source 
of information for access requests, credential 
sharing, session recordings, and automated 
discovery and security.
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Requirement Description* Thycotic Privilege Management Solution 

PERSONNEL 
SECURITY (PS)

The Personnel Security Family establishes 
how organizations manage personnel (and 
designated third party) security designations. 
Enhancements include a risk designation 
for all organizational roles and related 
screening criteria for personnel taking those 
roles, screening for those with roles that 
require classified or special protection access, 
procedures for removing access rights from 
terminated personnel, adjusting rights for 
people moving to different organizational 
roles, management of access agreements, 
establishing compliance and communications 
regarding third-party personnel access, and 
the use of sanctions against personnel.

Privileged credentials for personnel can be 
quickly established and removed at any time. 
With Thycotic, administrators have a single 
User Audit report to view every credential 
that was ever accessed by that employee. 
Additionally, with a single click, administrators 
can rotate any passwords on any endpoint 
where the account is managed through Secret 
Server. 

RISK ASSESSMENT 
(RA)

The Risk Assessment Family helps 
organizations set the policies, procedures and 
assessments of risk within an information 
system to reduce the potential for harm 
through content activities, including 
exposure, alteration, disclosure or removal. 
Enhancements include categorizing both 
information and information systems, 
documenting security categorization 
results, creating a risk assessment, updating 
assessments when the information system 
is changed in a significant way, and creating 
a vulnerability scanning process within 
information systems and hosted applications.

Thycotic’s Privileged Behavior Analytics 
tool can help address risk assessment 
requirements. It sets behavior baselines for 
users and accounts managed by Secret Server 
and can alert security teams when anomalous 
behavior is detected. Any remediation needed 
can focus on specific users and accounts. 

SYSTEM AND 
SERVICE 
ACQUISITION (SA)

The System and Service Acquisition Family 
is a broad category that establishes a plan 
to implement compliant information 
system security. Enhancements include the 
allocation and procurement of resources, 
management of security roles, documenting 
security services for all components, detailing 
how security will be designed and used 
on new and legacy devices, use of external 
information services, and managing security 
during developer updates or changes.

Thycotic provides all necessary and relevant 
information on management of security 
controls and policies. Immutable audit reports 
demonstrate compliance with the privileged 
account management and endpoint security 
components of an organization’s broader 
information security strategy. 
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Requirement Description* Thycotic Privilege Management Solution 

SYSTEMS AND 
COMMUNICATIONS 
PROTECTION (SI) 

The Systems and Communications Protection 
(SI) Control Family ensures organizations 
implement processes and controls for 
malicious code detection, spam prevention 
and flaw remediation. 

Thycotic Privilege Managers helps prevent 
malicious code from being downloaded, 
executing and exploiting privileged credentials 
to access an IT environment. In addition, 
security teams can be alerted to any unusual 
activity in order to take action before damage 
occurs. 

*The descriptions have been simplified for the checklist. For exact language, please refer to https://csrc.nist.gov/ 

HOW THYCOTIC CAN HELP
Thycotic’s privilege management solution helps you establish safeguards needed to comply with NIST SP 800-53 require-
ments and protect critical systems and sensitive data from malicious or negligent behavior. 

Get started with a free trial of Thycotic Secret Server and learn how easy and cost effective it can be to put the right privi-
lege controls in place to comply with regulatory requirements and protect confidential information.

https://csrc.nist.gov/
https://thycotic.com/products/secret-server/start-a-trial/

