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THYCOTIC PARTNERS WITH 
TENABLE NETWORK SECURITY FOR 
SEAMLESS CREDENTIALED SCANNING

WHAT IS A CREDENTIALED VULNERABILITY SCAN?

Giving admin credentials to your Nessus Scanner allows companies to perform 
vulnerability scans from the perspective of an internal user, thus showing 
vulnerabilities to systems and host accounts.

WHY IS IT IMPORTANT?

Without network credentials, vulnerability scanners can only see your 
network from the perspective of an outsider. But once an attacker breaches 
your perimeter, they will use internal vulnuerabilities to move within your 
network. Vulnerability scanning is truly powerful when the scanner has 
elevated access to every system on your network. This allows the scanner to 
find vulnerabilities such as missing patches, misconfigured systems, or other 
vulnerabilities within the host or target machines. 

Reduce Risk and Meet Compliance
If you are currently not performing any credentialed scans, you probably 
have security gaps that put your data and company at risk and may prevent 
you from meeting compliance and enforcing security best practices.  Your 
network is as strong as your weakest link – credentialed scans ensure that 
Nesus Cloud is able to scan every machine on your network with elevated 
access.  

Security Remediation
By providing a comprehensive assessment, security teams can gain a 
better understanding of the security shortcomings and take appropriate 
remediation measures. 
http://www.tenable.com/blog/the-value-of-credentialed-vulnerability-
scanning

Thycotic Software, a leader in Privileged Account Password Management solutions, 
and Tenable Network Security, a leading provider of vulnerability management 
solutions, have partnered to offer credentialed vulnerability scans. The combined 
solutions, Nessus Cloud and Secret Server, enable customers to perform more 
effective and secure vulnerability scans while enforcing security best practices for 
privileged accounts and compliance.

Integrations available 
starting at Professional 
Edition!

Why Partner with Thycotic?

• Upsell opportunity with 
Secret Server.

• Ease of installation and use.
• Show ROI from day one!
• Generous margins and deal 

registration incentives.

Are you a Tenable Partner?
Want to learn more? Access the 
recorded webinar here:
https://www.tenable.com/
webinars/automate-your-
credentialed-vulnerability-
assessments

Contact
partner@thycotic.com
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Secret Server creates tremendous value to vulnerability 
scaning by automatically providing network credentials 
to your vulnerability scanner in a safe, audited, and 
controleld manner, and revoking credential access after 
each scan. And, Secret Server can bring you even more 
value because it can help remediate vulnerabilities found 
from vulnerability scans, and enforce best practices 
around privileged account password management. 

Enforce a strong and centralized password 
security policy
Secret Server allows customers to establish a strong 
and centralized password security policy that you can 
enforce across your organization. Set password security 
rules for different IT Admin or IT Security users, or add 
protections to different kinds of network devices such as 
adding workflow approval requirements to use critical 
server passwords.

Shrink the attack surface
Storing credentials directly in your vulnerability scanning 
solution results in decentralized security policies, 
creating extra work to maintain those passwords and 
introducing an additional attack vector for internal and 

external threats. With the integration, IT credentials are 
secured in Secret Server and access is provided only to 
authorized users and Nessus Cloud. 

Operational efficiencies
With the credentialed scanning integration, credentials 
are always up to date. Security teams don’t need to 
worry about gathering credentials before a scan, and 
IT teams do not have to provide unprotected credential 
access to other teams. This is because Secret Server feeds 
credentials directly to Nessus and revokes access after 
the scan, which increases operational efficiencies while 
maintaining your network and system security.

Meet compliance and regulations around 
privileged account management
Privileged account credentials are the “keys to the 
kingdom” that give broad, high-level network access. 
This is why they are an attacker’s primary target when 
trying to access sensitive data or systems. And, it is why 
IT compliance mandates require companies to follow 
and enforce best practices around privileged account 
management and revoking access. 

 Deeper vulnerability assessments

Many of the vulnerabilities in a network can be mitigated 
by ensuring machines are updated with the latest 
patches, and local admin accounts are controlled. With 
the integration, Nessus Cloud can now query the local 
host to see, for example, if a given patch has been applied. 
Nessus will also find client-side software vulnerabilities 
that are otherwise missed in a traditional network-based 
audit.

Uncover “other” vulnerabilities

Thanks to the credentialed scan, Nessus can discover 
other important vulerabilities, like obtaining a list of USB 
devices, checking anti-virus software configurations, and 
even enumerating Bluetooth devices attached to scanned 
hosts.

 More efficient approach

Because the scan is authenticated with admin credentials, 
operations are executed on the host itself by running the 
commands and then sending the results back to Nessus 
server. With the credentialed scan approach, Nessus 
Cloud consumes far less system and network resources 
than performing a traditional network scan that probes 
ports and services remotely across the network. 

 Secure Privileged Account Passwords

Using Secret Server to protect and control privileged 
account passwords ensures secure, audited access 
to the Nessus scanner when credentials are needed. 
Additionally, when vulnerability scans execute, Secret 
Server gives Nessus a one time password. The password 
is changed immediately after the scan to make sure no 
password hash is left behind.

WHAT IS THE VALUE-ADD FROM THYCOTIC SECRET SERVER?


