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MAPPING THYCOTIC PRIVILEGE MANAGEMENT 
TO UAE INFORMATION ASSURANCE STANDARDS
Implement and enforce security controls for critical information infrastructure 

OVERVIEW
The UAE Information Assurance Standards (IAS) 
are designed to improve cybersecurity efficiency and 
effectiveness for government entities and businesses 
across all of the United Arab Emirates that deal with 
information and communication infrastructure. The 
scope of IAS is based on the UAE Critical Information 
Infrastructure Protection (CIIP) Policy, which identifies 
specific industry sectors and critical infrastructure covered 
under the requirements. 

The National Electronic Security Authority (NESA) 
of the UAE is responsible for maintaining the IAS 
as a critical component of the National Information 
Assurance Framework (NIAF). They are supported by 
Sector Regulators who actively contribute to developing 
the standards. Implementing Entities must report on 
implementation progress and compliance.

Though a new standard, IAS is based on several existing 
global standards and best practices, including ISO/
IEC 27001:2005, NIST 800-53 Revision 4 and SANS 
20 Critical Security Controls version 4.1. It includes 
additional specific requirements related to security 
controls, documentation, performance indicators and risk 
assessments. These additions are welcome enhancements 
to global cybersecurity best practices.

PROTECTING CRITICAL ASSETS 
THROUGHOUT THE INFORMATION 
ASSURANCE LIFECYCLE

IAS promotes an approach to cybersecurity that recognizes 
compliance as a continuous process vs. a one-time check 
of the box. To stay current with evolving threats, it is 
essential that organizations consider cybersecurity as an 
ongoing effort, adjusting and improving security controls 
over time.

Information Assurance Lifecycle
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REQUIREMENTS VARY BASED ON LEVEL OF 
RISK

IAS recognizes that different types of organizations have 
different risk profiles. As such, it outlines a risk-based 
approach to evaluating, mitigating and responding to cyber 
threats. 

Security controls required by IAS are prioritized in four 
levels, based on the level of threats they address, from 
Priority 1 (highest) to Priority 4 (lowest). The structure is 
designed to give NESA visibility into an organization’s cur-
rent security status and a risk-based view of its readiness to 
prevent and respond to cyber attacks. According to IAS, a 
reported 80% of breaches can be mitigated successfully by 
implementation of the Priority 1 controls

The standards recommend that organizations conduct a 
risk assessment to fully understand their security vulnera-
bilities, the likelihood of a successful cyber attack based on 
the history of successful data breaches, and the potential 
impact to their operations should an attack be successful. 
The process of discovering security vulnerabilities within 
your organization and assessing their level of risk can help 
you determine which IAS requirements apply to you and 
prioritize security activities that have the greatest impact 
on reducing your risk. 

In an IAS audit, organizations can be evaluated either on 
individual security controls or on the degree of overall 
compliance. IAS assumes all security controls should be 
applied until a risk assessment has been performed. Once 
a risk assessment is completed, it may be possible for your 
organization to avoid certain requirements of IAS.

PROTECT PRIVILEGED ACCOUNTS TO COMPLY 
WITH IAS AND PREVENT CYBER ATTACKS

Within its management and technical requirements, IAS 
has a strong focus on controlling and protecting privileged 
accounts, particularly those with administrator and root 
access. 

A privileged account is typically an account used by IT 
security and operations administrators to access worksta-
tions, servers, switches, firewalls, routers, applications, 
and/or database servers in order to manage devices and 
troubleshoot problems. Local administrative accounts on 
workstations are also privileged accounts, as they may 
allow business users to download and run applications 
and access confidential information. Privileged accounts 
may also be created as part of the development process in 
order to allow databases, applications, and infrastructure 
to authenticate and exchange information automatically.

In larger organizations there can be hundreds if not thou-
sands of privileged accounts in any number of locations. 
When left unmanaged they pose a major security risk.
threats. 

HACKERS TARGET PRIVILEGED ACCOUNTS TO 
GAIN UNFETTERED ACCESS

In almost all Advanced Persistent Threats and major data 
breaches, privileged accounts have been compromised. 
Stolen credentials for privileged accounts are a prime 
target for hackers because they unlock access required to 
exploit virtually any part of an organization’s network, 
including critical and sensitive data. 

Hacking privileged credentials can mean the difference be-
tween a simple perimeter breach and one that could lead 
to a cyber catastrophe. Once attackers gain access, they 
can escalate their privileges and move through networks 
to identify and compromise confidential information or 
use ransomware to encrypt critical business data.

Hijacking the privileged credentials of an authorized user, 
an attacker can easily blend in with legitimate traffic and 
be extremely difficult to detect, one of the reasons why the 
it takes 200+ days to discover that an attacker is already 
inside your network. 
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PRIVILEGED ACCOUNT MANAGEMENT REDUCES          
RISK OF A SUCCESSFUL ATTACK
Privilege Account Management (PAM) protects privileged credentials from unauthorized access and misuse. Security 
controls limit access to sensitive information and curtail an attacker’s ability to circulate unhindered throughout your IT 
environment.

PAM solutions discover and manage privileged accounts so you have complete visibility, even to hidden or hardcoded 
credentials. They allow you to control who has access to what type of information, when access can occur, and how privi-
leged accounts can be used. In addition to granting and revoking access, they can securely store and rotate credentials, and 
provide an audit trail of privileged account activity. In the event of a breach, PAM tools can lock down your environment 
and enable additional security layers to protect privileged accounts.

Thycotic helps you comply with IAS requirements for privilege management. Our award-winning product suite controls 
access to sensitive data, manages and protects privileged credentials for individuals and systems, and tracks and records all 
privileged access. 

SECRET SERVER
Privileged Account Security and Password Protect

Set strict, granular permissions for each user that has access to systems that store information. Securely cre-
ate, manage, and store credentials used by users and systems to access and share data. 

PRIVILEGE MANAGER
Endpoint Security and Application Control

Implement and maintain least privilege best practices to segment and protect data. Policy-based application 
controls allow users to do their jobs without requiring unneeded access or local administrative rights. 

PRIVILEGE BEHAVIOR ANALYTICS
Proactively Detect Breaches and Prevent Data Theft

Analyze use and distribution of privileged accounts and access across your organization. Detect anomalous 
behavior to prevent breaches before they cause damage. 
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Management Controls
Requirement Description* Thycotic Privilege Management Solution
M1.3.6

ADDRESSING 
SECURITY FOR 
CUSTOMER ACCESS 
Risk-based
Priority 2

The entity shall address all identified security 
requirements before giving customers access 
to information or assets. The access control 
policy should cover:

1. Permitted access methods, and the 
control and use of unique identifiers 
such as user IDs and passwords

2. An authorization process for user access 
and privileges

3. A statement that all access that is not 
explicitly authorized is forbidden

4. A process for revoking access rights or 
interrupting the connection between 
systems

Set up granular policies that automatically 
control access to information and systems 
using unique IDs and passwords.

Request Access feature can ensure that user 
privileges are authorized by a second person. 

Polices can be adjusted and access rights 
revoked at any time.

M1.3.7

ADDRESSING 
SECURITY IN THIRD 
PARTY AGREEMENTS
Risk-based
Priority 2

The entity shall have agreements that cover 
all relevant security requirements with third 
parties to handles the entity’s information 
assets.

The access control policy should cover:
1. The different reasons, requirements, 

and benefits that make the access by the 
third-party necessary

2. Permitted access methods, and the 
control and use of unique identifiers 
such as user IDs and passwords

3. An authorization process for user access 
and privileges

4. A requirement to maintain a list of 
individuals authorized to use the services 
being made available, and what their 
rights and privileges are with respect to 
such use

5. A statement that all access that is not 
explicitly authorized is forbidden;

6. A process for revoking access rights or 
interrupting the connection between 
systems

Third-party vendors can be provided 
controlled access to accounts and target 
systems using a combination of role-based 
access controls and secret workflow.

Parties can request access to critical systems, 
ensuring that a security leader at your 
organization always knows when a protected 
system is being accessed. 

Third-party providers can access on-network 
systems leveraging session launchers to 
broker access without revealing sensitive 
passwords. In addition, session control can 
be implemented to monitor active sessions 
live. Each active session can be monitored 
and recorded for playback later. Dual 
Control feature ensures second level of 
authorization to review recording.
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M1.3.7

ADDRESSING 
SECURITY IN THIRD 
PARTY AGREEMENTS
Risk-based
Priority 2

The entity shall have agreements that cover 
all relevant security requirements with third 
parties to handles the entity’s information 
assets.

The access control policy should cover:
1. The different reasons, requirements, 

and benefits that make the access by the 
third-party necessary

2. Permitted access methods, and the 
control and use of unique identifiers 
such as user IDs and passwords

3. An authorization process for user access 
and privileges

4. A requirement to maintain a list of 
individuals authorized to use the services 
being made available, and what their 
rights and privileges are with respect to 
such use

5. A statement that all access that is not 
explicitly authorized is forbidden;

6. A process for revoking access rights or 
interrupting the connection between 
systems

Third-party vendors can be provided 
controlled access to accounts and target 
systems using a combination of role-based 
access controls and secret workflow.

Parties can request access to critical systems, 
ensuring that a security leader at your 
organization always knows when a protected 
system is being accessed. 

Third-party providers can access on-network 
systems leveraging session launchers to 
broker access without revealing sensitive 
passwords. In addition, session control can 
be implemented to monitor active sessions 
live. Each active session can be monitored 
and recorded for playback later. Dual 
Control feature ensures second level of 
authorization to review recording.

M4.3.2

DISCIPLINARY 
PROCESS
Always applicable
Priority 2

The entity shall enforce a formal disciplinary 
process for employees who have committed 
a security breach. In serious cases of 
misconduct the process should allow for 
instant removal of duties, access rights and 
privileges, and for immediate escorting out 
of the site, if necessary.

Audit history shows accounts every employee 
and former employee had access to.

User access can be instantly, fully disabled 
whenever needed.

Credentials are automatically rotated to new 
passwords.

M4.4

TERMINATION 
OR CHANGE OF 
EMPLOYMENT

The entity shall ensure that employees, 
contractors and third-party users exit an 
entity or change employment in an orderly 
manner

As third-parties end their contracts or 
employment, user access can be completely 
disabled and credentials are automatically 
rotated to new passwords.
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Technical Controls
Requirement Description* Thycotic Privilege Management Solution
T3.6 

MONITORING

The entity shall detect, prevent and correct 
the use of systems and information based 
on audit logs of events that could impact the 
security of an entity.

Discovery capabilities allow you to find 
all privileged accounts on your network 
(local admin accounts, domain accounts, 
service accounts, etc.), and an inventory of 
every application that is running on your 
endpoints.

Detailed reporting on status and activity of 
privileged access across the organization’s 
domain (and relevant non-domain) assets 
supports requirements for confidentiality 
and integrity.  

T3.6.2

AUDIT LOGGING
Risk-based
Priority 2

The entity shall produce and keep audit logs 
recording user activities, exceptions, and 
information security events.

Maintain logs of all privileged authorized 
user access to critical systems for as long as 
your organization requires.  

System never conducts a hard delete 
from the audit logs to always retain 100% 
integrity.

T3.6.3 

MONITORING 
SYSTEM USE
Risk-based
Priority 1

The entity shall monitor the use of 
information systems for all privileged 
operations, such as
1. Use of privileged accounts, e.g. 

supervisor, root, administrator
2. System start-up and stop
3. I/O device attachment/detachment
4. Deleting, creating and granting 

privileges activities

Continuous monitoring of logins, privileged 
account activity, applications and programs 
executed on your network supports detailed 
reporting and audit trails.  
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T3.6.5

ADMINISTRATOR 
AND OPERATOR LOGS
Risk-based
Priority 2

The entity shall log system administrator 
and system operator activities.
 
1. Identify all activities to be captured in 

administrator and operator logs
2. Identify minimum information 

requirements for each activity to be 
captured

3. Define minimum frequency 
requirements for reviewing 
administrator and operator logs

4. Ensure administrator and operator 
logs are reviewed by personnel with 
appropriate training and skills

5. Define minimum time requirements for 
maintaining administrator and operator 
logs

Solution includes out-of-the-box reports 
which can be customized and shared easily.

Activity logs can also be pushed to SIEM 
solutions for data correlation and analysis.

T5.1.1

ACCESS CONTROL 
POLICY
Risk-based
Priority 2

The entity shall establish an access control 
policy based on business and security 
requirements. Asset owners should 
determine appropriate access rules, 
privileges and restrictions for specific user 
roles towards their assets, with the amount 
of detail and the strictness of the controls 
reflecting the associated information security 
risks.

Users and service providers should be 
given a clear statement of the business 
requirements to be met by access controls, 
including requirements for periodic review 
of access controls and privileged access roles

Access control policies can be established 
based on individual user, groups, location, 
access method, timing and type of 
information and systems to be accessed. 
Once set up, they are enforced automatically 
and can be adjusted at any time.

T5.2 
USER ACCESS 
MANAGEMENT

The entity shall ensure authorized user 
access to prevent unauthorized access to 
information systems. 

Ensure authorized user access to systems 
and information with Role Based Access 
Control (RBAC).
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T5.2.2
PRIVILEGED 
MANAGEMENT
Risk-based
Priority 1

The entity shall restrict and control the 
allocation and use of privileges, specifically:

1. Maintain a record of all allocated 
privileges

2. Never grant users with domain or local 
administrative privileges

3. Ensure that administrator accounts are 
used only for system administration 
activities (e.g. no email or web surfing)

4. Use two-factor authentication for all 
administrative access

5. Ensure that all administrative access are 
logged and audited

Implement and enforce least privilege 
policies on servers and workstations. 
Discover and remove all unneeded local 
administrative privileges on domain and 
non-domain endpoints.

Create policy-based application control 
policies to define which applications and 
programs are allowed to run. Application 
control ensures that local users never require 
administrative privileges which allow access 
to system controls or configurations.

All privileged accounts and applications 
elevated to run with administrative 
privileges are logged and easily reported.

Can be set up to require two-factor 
authentication for all logins. Additional 
workflows can be put in place to require 
access approval for connecting to critical 
systems through SSH or RDP.

T5.2.3

USER SECURITY 
CREDENTIALS 
MANAGEMENT
Risk-based
Priority 1

The entity shall control the allocation of user 
security credentials.

Access can be established, reviewed or 
modified at any time.

T5.2.4 

REVIEW OF USER 
ACCESS RIGHTS
Risk-based
Priority 1

The entity shall review users’ access rights. Access can be established, reviewed or 
modified at any time.
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T5.5

OPERATING SYSTEM 
ACCESS CONTROL

The entity shall prevent unauthorized access 
to operating systems. As a performance 
indicator, IAS uses the number of blocked 
attempts at unauthorized access to operating 
systems.

Reports demonstrate the number of 
failed log in attempts as well as number 
of malicious applications that have been 
successfully prevented from running. 

Detect unusual or anomalous behavior 
and early indications of compromise 
or abuse with session monitoring and 
management capacities, so you can respond 
to any detected events and determine and 
remediate the cause of the incident. 

*The descriptions have been simplified for the checklist. For exact language, refer to

HOW THYCOTIC CAN HELP
Thycotic’s privileged access management solution helps you establish safeguards needed to comply with UAE IAS 
requirements and protect critical information infrastructure from malicious or negligent behavior. 

Get started with a free trial of Thycotic Secret Server and learn how easy and cost effective it can be to put the 
right privilege controls in place to comply with regulatory requirements and protect confidential information.

https://thycotic.com/products/secret-server/start-a-trial/
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