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P R I V I L E G E D  A C C E S S  M A N A G E M E N T 
MEET THE FOUNDATIONAL SECURITY 
REQUIREMENTS OF UK’S CYBER ESSENTIALS
Cyber Essentials guides companies of all sizes on the path to cybersecurity maturity

OVERVIEW
Most cyber attacks are the result of poor cyber hygiene. 
Many organisations do not have sufficient security 
expertise, time or resources to establish effective 
cybersecurity practices and controls. As a result, access 
to sensitive data is often improperly secured, leaving the 
door open for negligent or malicious behavior. 

The National Cyber Security Centre in the United 
Kingdom developed the Cyber Essentials program 
to ensure that every organisation, particularly those 
seeking government contracts, has basic cybersecurity 
controls in place. Contractors in the UK that handle 
sensitive or personal information must receive Cyber 
Essentials Certification to demonstrate understanding and 
enforcement of their cyber security responsibilities. 

TWO LEVELS OF CYBER ESSENTIALS 
CERTIFICATION

1.The basic level of Cyber Essentials Certification is a self-
assessment that covers a variety of common cyber threats 
and security controls. Organisations pay a fee and conduct 
an online assessment to receive certification. 

2.The more advanced level of certification, “Cyber 
Essentials Plus,” requires an additional independent 

assessment from an approved certification body. You may 
be required to supply the assessor with various forms 
of evidence before you can receive the advanced level of 
certification.

BEFORE YOU INVEST THE TIME AND 
RESOURCES IN CYBER ESSENTIALS 
CERTIFICATION, MAKE SURE YOU ARE 
READY.

If you are intending to seek certification, make sure you 
are familiar with the requirements and check that you 
have the proper security controls and policies in place. 
Abiding by Cyber Essentials requirements does not need 
to be difficult. With the right types of tools it is possible 
to automate many security requirements and provide an 
audit trail for an independent assessment. 

Make sure you understand the scope of your IT 
infrastructure that will be included in an assessment. 
Typically, the scope includes software (operating systems, 
applications, networks software and firmware) and devices 
(all types of hosts, networking equipment, servers and 
endpoints.) The assessment can include wireless devices, 
devices employees use as part of a bring your own device 
(BYOD) program, externally managed services that are in 
the cloud, and web applications.
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FIVE TECHNICAL CONTROLS HIGHLIGHT THE IMPORTANCE OF 
PROTECTING PRIVILEGED ACCOUNTS

ENSURE YOUR COMPANY MEETS EACH OF THE FIVE TECHNICAL CONTROLS IN THE CYBER 
ESSENTIALS SECURITY FRAMEWORK AND CAN PROVIDE EVIDENCE THAT THE CONTROLS ARE IN 
PLACE.

  

 1. Firewalls

2. Secure configurations

3. User access control

4. Malware protection

5. Patch management

As part of these technical controls, Cyber Essentials pays special attention to privileged accounts, typically an account used by IT 
security and operations administrators to access workstations, servers, switches, firewalls, routers, applications, and/or database 
servers in order to manage devices and troubleshoot problems. Local administrative accounts on workstations are also privileged 
accounts, as they may allow business users to download and run applications and access confidential information. Privileged 
accounts may also be created as part of the development process in order to allow databases, applications, and infrastructure to 
authenticate and exchange information automatically.

“Up to 80% of targeted attacks involve the misuse or abuse 
of privileged credentials.” 

- Forrester Research
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PRIVILEGED ACCOUNT MANAGEMENT REDUCES          
RISK OF A SUCCESSFUL ATTACK
Privilege Account Management (PAM) tools protect privileged credentials from unauthorized access and misuse. Security 
controls limit access to sensitive information and curtail an attacker’s ability to circulate unhindered throughout your IT 
environment.

Thycotic helps you comply with Cyber Essentials requirements for privilege account management. Our award-winning 
product suite controls access to sensitive data, manages and protects privileged credentials for individuals and systems, and 
tracks and records all privileged access. 

SECRET SERVER
Privileged Account Security and Password Protection

Set strict, granular permissions for each user who has access to systems that store information. Securely cre-
ate, manage, and store credentials used by users and systems to access and share data. 

PRIVILEGE MANAGER
Endpoint Security and Application Control

Implement and maintain least privilege best practices to segment and protect data. Policy-based application 
controls allow users to do their jobs without requiring unneeded access or local administrative rights. 

PRIVILEGE BEHAVIOR ANALYTICS
Proactively Detect Breaches and Prevent Data Theft

Analyze use and distribution of privileged accounts and access across your organisation. Detect anomalous 
behavior to prevent breaches before they cause damage. 
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SEE HOW WE MAP TO CYBER ESSENTIALS TECHNICAL CONTROLS

Control Description* Thycotic Privilege Management Solution
Firewalls Ensure that any device or network services 

that require access to and from the public 
Internet is safe and secured. Any default 
administrative password must be changed and 
difficult to guess, following the password-based 
authentication recommendations.

Thycotic ensures any default administrative 
credentials are discovered, changed and 
rotated on a regular basis, ensuring strong, 
complex passwords.

Secure 
Configurations

Ensure that computers and network devices 
are correctly configured, reducing potential 
vulnerabilities and providing only the services 
required to deliver their role.

Weak out-of-the-box configurations 
highlighted in this technical control are:

• Administrative accounts with default public 
known passwords

• Default enabled user accounts with special 
access privileges

• Preinstalled applications or services

Control requirements include:
• Remove or disable unneeded user accounts
• Change default or easily guessable account 

passwords
• Remove or disable unneeded software or 

services
• Disable auto-run features
• Require user authentication before permitting 

Internet-based access to personally sensitive 
data or critical business data

Thycotic requires authentication on devices 
when accessing personally sensitive data or 
critical business data and ensures default 
accounts are disabled.

With Thycotic you can discover and manage 
weak configurations such as hidden or 
hardcoded administrative credentials, remove 
excess privileges and adhere to a least privilege 
policy. 

Thycotic allows you to enable and enforce 
automated password policies that reduce 
the burden on end users to create, store and 
recall complex passwords. Policies ensure 
that passwords meet complexity requirements 
and credentials are changed and rotated on a 
regular basis.
 
User access can be instantly, fully disabled 
whenever needed. Additionally, credentials 
that are checked out by remote parties can 
be automatically rotated once the entity has 
completed its work and ended the session.
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Control Description* Thycotic Privilege Management Solution
Secure 
Configurations 
(continued)

Password-based authentication 
requirements make use of the technical 
controls available on password-protected 
systems using policies that reduce the 
reliance on end users.

For password-based authentication in 
Internet-facing services:
  
• Protect against brute-force password guessing 

by using at least one of the following methods:
• lock accounts after no more than 10 

unsuccessful attempts
• limit the number of guesses allowed in a 

specified time period to no more than 10 
guesses within 5 minutes

• Set a minimum password length of at least 8 
characters

• Do not set a maximum password length
• Change passwords promptly when the 

Applicant knows or suspects they have been 
compromised

• Have a password policy that tells users:
• how to avoid choosing obvious passwords
• not to choose common passwords
• not to use the same password anywhere 

else, at work or at home
• where and how they may record passwords 

to store and retrieve them securely.
• if they may use password management 

software, which software and how to use it
• which passwords they must memorize and 

not record
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Control Description* Thycotic Privilege Management Solution
User Access 
Control

Ensure user accounts are assigned to 
individuals only and provide access to only 
the applications, devices and network used to 
perform their duties and responsibilities. 

Control user accounts and the access privileges 
granted to each user account. Understand how 
user accounts authenticate and control the 
strength of that authentication. 
• have a user account creation and approval 

process
• authenticate users before granting 

access to applications or devices, using 
unique credentials (see Password-based 
authentication)

• remove or disable user accounts when no 
longer required (when a user leaves the 
organisation or after a defined period of 
account inactivity, for example)

• implement Two-Factor authentication, where 
available

• use administrative accounts to perform 
administrative activities only (no emailing, 
web browsing or other standard user activities 
that may expose administrative privileges to 
avoidable risks)

• remove or disable special access privileges 
when no longer required (when a member of 
staff changes role, for example)

Thycotic protects privileged credentials from 
unauthorized access and misuse. 

Secret Server leverages a Role-Based Access 
Control (RBAC) system with folders and 
permissions to ensure that secrets which 
provide access to sensitive systems are 
controlled and only provided to people who 
require access to these systems.

Privilege Manager enables least privilege 
best practices on endpoints. Policy-based 
application controls allow users to do their jobs 
without requiring unneeded access or local 
administrative rights.

Policy-based controls manage who has access 
to what type of information, when access can 
occur, and how privileged accounts can be 
used. Thycotic supports multiple types of Two-
Factor Authentication to ensure that the person 
accessing the system is who they say they are.

All activity is recorded in an immutable 
audit log, which allows an auditor or security 
administrator to connect an event back to a 
single user.

In addition, you can also implement session 
recording and monitoring in order to review 
the exact steps a user took when accessing 
another system. These recordings are valuable 
for auditors and reviewers to reconstruct 
events that took place during access to a 
protected system.

In the event of a breach, Thycotic can help 
you lock down your environment and enable 
additional security layers to protect privileged 
accounts. 
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Control Description* Thycotic Privilege Management Solution
Malware 
Protection

Restrict execution of well-known malware and 
untrusted software from causing damage to 
unauthorized access to sensitive data.

Use at least one of the following three 
techniques below:

1. Anti-malware software

2. Application whitelisting
• Only approved applications, restricted by code 

signing, are allowed to execute on devices
• actively approve such applications before 

deploying them to devices
• maintain a current list of approved 

applications. Users must not be able to install 
any application that is unsigned or has an 
invalid signature

3. Application sandboxing

Thycotic Privilege Manager prevents malware 
from entering your organisation through a 
combination of least privilege management and 
policy-based application control. 

With Thycotic you can automatically add 
trusted applications to a whitelist and rely on 
the latest threat intelligence from services such 
as Virus Total to create blacklists and greylists.  

Without requiring administrative credentials, 
users can execute known, whitelisted 
applications and request that additional 
applications be elevated so that they can 
continue to do their jobs.  

Unknown applications can be sandboxed so 
that they run in a restricted fashion, without 
access to system controls and configurations.

All application elevations, requests, approvals, 
and denials are recorded in an immutable audit 
trail.

Patch Management Ensure devices and software are kept up 
to date, addressing any known security 
vulnerabilities. 

Software must be:
• licensed and supported
• removed from devices when no longer 

supported
• patched within 14 days of an update being 

released, where the patch fixes a vulnerability 
with a severity the product vendor describes 
as ‘critical’ or ‘high risk.’

Thycotic helps ensure that vulnerability scans 
have the correct credentials to scan systems for 
missing patches and when the patch is being 
applied to ensure the correct credentials are 
used to ensure the patch is installed correctly.

*Descriptions have been edited for space and represent a subset of Cyber Essentials Controls. For full details, please refer to 
https://www.cyberessentials.ncsc.gov.uk/

https://www.cyberessentials.ncsc.gov.uk/
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HOW THYCOTIC CAN HELP
Thycotic’s privileged access management solution helps you establish safeguards needed to comply with Cyber 
Essentials requirements and protect your sensitive data from malicious or negligent behavior. 

Get started with a free trial of Thycotic Secret Server and learn how easy and cost effective it can be to put the 
right privilege controls in place to comply with regulatory requirements and protect confidential information.

https://thycotic.com/products/secret-server/start-a-trial/

