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PROTECT CRITICAL INFRASTRUCTURE, SECURE 
INDUSTRIAL IOT AND COMPLY WITH NERC CIP

OVERVIEW
When critical, national assets fail the results can be 
devastating, including power outages, environmental 
damage, economic disruption and loss of life. Energy and 
utility companies must ensure strict access control in 
order to protect assets from the threat of a cyber attack. 

Under the North American Electric Reliability Corporation 
(NERC) Critical Infrastructure Protection (CIP) plan, 
energy and utility companies are required to identify 
critical assets and regularly perform a risk analysis of 
those assets. The core technical requirements outlined in 
NERC CIP require accountability through authentication 
and control of access to critical infrastructure. All 
electronic access must be audited, monitored and archived 
in order to audit privileged user activity. Penalties for non-
compliance with NERC CIP include fines, sanctions and 
other actions against covered entities. 

“What makes cyber threats so dangerous 
is that they can go unnoticed until the real 
damage is clear, from stolen data over power 
outages to destruction of physical assets and 
great financial loss.” - World Energy Council

GROWTH OF IOT DEMANDS STRICTER 
SECURITY CONTROLS AND PRIVILEGE 
MANAGEMENT.

Smart grid. Industrial control systems (ICS). SCADA. 
These networked technologies help utilities drive 
new efficiencies and improve energy generation and 

distribution. But the rising number of connected devices, 
applications, platforms and protocols involved in 
industrial IoT also magnify the risk of a cyber attack. 

As IoT connects technology across different parts of an 
organization, multiple organizations and different IT 
environments, it becomes more difficult for utilities to 
have full visibility and control over privileged access. 
Older industrial devices were not built with IoT in mind 
and now are being used for new purposes, without the 
proper security controls. Third-parties in a utility’s IoT 
ecosystem may not be subject to the same compliance 
requirements as utilities themselves.  

“Industrial control systems (ICS) and critical 
infrastructure are common targets for 
cybercrime, with almost 40% of them facing a 
cyber attack.”  - ICS Research

THYCOTIC’S END-TO-END PRIVILEGED 
ACCOUNT MANAGEMENT (PAM) SOLUTION 
PROTECTS CRITICAL INFRASTRUCTURE 
AND HELPS YOU COMPLY WITH NERC CIP 
REQUIREMENTS. 

With up to 80% of cyber attacks associated with 
compromised credentials, PAM is critical for utilities 
to maintain secure operations. With a comprehensive 
privileged account management strategy, security controls 
limit access to sensitive information and curtail an 
attacker’s ability to circulate unhindered throughout your 
IT environment. 
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SECRET SERVER
Privileged Account Security and Password Protection

Set strict, granular permissions for each user who has access to systems that store information. Securely cre-
ate, manage, and store credentials used by users and systems to access and share data. 

PRIVILEGE MANAGER
Endpoint Security and Application Control

Implement and maintain least privilege best practices to segment and protect data. Policy-based application 
controls allow users to do their jobs without requiring unneeded access or local administrative rights. 

PRIVILEGE BEHAVIOR ANALYTICS
Proactively Detect Breaches and Prevent Data Theft

Analyze use and distribution of privileged accounts and access across your organization. Detect anomalous 
behavior to prevent breaches before they cause damage. 

By establishing strict access control requirements over utility generation and distribution systems, and protecting network 
assets from external cyber threats - as well as malicious insiders - Thycotic provides utility companies with PAM solutions 
that are both comprehensive, and easy-to-implement. 

Utilities can generate authorized password credentials, securely store, renew, and rotate those credentials on schedule and 
on-demand. Continuous monitoring allows utilities to detect anomalous behavior and an audit trail records usage activity. 
Compliance teams can prove appropriate controls, and security teams can conduct forensics if a breach does occur.

Make sure you understand the scope of your IT infrastructure that will be included in an assessment. Typically, the scope 
includes software (operating systems, applications, networks software and firmware) and devices (all types of hosts, 
networking equipment, servers and endpoints). The assessment can include wireless devices, devices employees use as part 
of a bring your own device (BYOD) program, externally managed services that are in the cloud, and web applications.

OUR AWARD-WINNING PRODUCT SUITE CONTROLS ACCESS TO SENSITIVE DATA, MANAGES 
AND PROTECTS PRIVILEGED CREDENTIALS FOR INDIVIDUALS AND SYSTEMS, AND TRACKS AND 
RECORDS ALL PRIVILEGED ACCESS. 
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SEE HOW WE MAP TO NERC CIP CONTROLS

CIP 004-6 Personnel & Training 
Requirement Description* Thycotic Privilege Management Solution
R2 Each Responsible Entity shall implement one 

or more cybersecurity training program(s) 
appropriate to individual roles, functions, or 
responsibilities on cybersecurity policies and 
electronic access prior to granting authorized 
electronic access.

Thycotic offers training courses available to our 
customers that help reinforce the message and 
importance of security policies and procedures 
as they relate to protecting privileged accounts 
and access. We encourage organizations to use 
these free training resources to help augment 
and improve their security awareness programs 
at www.thycotic.com/password-security-
certification.

R4 Each Responsible Entity shall implement one 
or more documented access management pro-
gram(s).

Verify at least once each calendar quarter that in-
dividuals with active electronic access or unescort-
ed physical access have authorization records.

For electronic access, verify at least once every 
15 calendar months that all user accounts, user 
account groups, or user role categories, and their 
specific, associated privileges are correct and are 
those that the Responsible Entity determines are 
necessary.

Verify at least once every 15 calendar months 
that access to the designated storage locations for 
BES Cyber System Information, whether physical 
or electronic, are correct and are those that the 
Responsible Entity determines are necessary for 
performing assigned work functions.

Thycotic helps satisfy the need to implement 
access controls and policies and verify them at 
least every 15 months.

Access control policies can be established based on 
individual user, groups, location, access method, 
timing and type of information and systems 
to be accessed. Once set up, they are enforced 
automatically and can be adjusted at any time.

http://www.thycotic.com/password-security-certification
http://www.thycotic.com/password-security-certification
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R5 Each Responsible Entity shall implement one or 
more documented access revocation program(s).

A process to initiate removal of an individual’s 
ability for unescorted physical access and Inter-
active Remote Access upon a termination action, 
and complete the removals within 24 hours of the 
termination action.

Audit history shows accounts every employee and 
former employee had access to.

User access can be instantly, fully disabled 
whenever needed.

Credentials are automatically rotated to new 
passwords.

Additionally, credentials that are checked out by 
remote parties can be automatically rotated once 
the entity has completed its work and ended the 
session.

CIP005-5 Electronic Security Perimeter(s) 
Requirement Description Thycotic Privilege Management Solution
R1 All applicable Cyber Assets connected to a network 

via a routable protocol shall reside within a defined 
Electronic Security Perimeter (ESP). 

All External Routable Connectivity must be 
through an identified Electronic Access Point 
(EAP). 

Require inbound and outbound access permis-
sions, including the reason for granting access, and 
deny all other access by default. 

Perform authentication when establishing Dial-up 
Connectivity with applicable Cyber Assets. 

Thycotic works seamlessly with a VPN or other 
EAP to ensure that access to sensitive systems 
within a network are protected and provided only 
to those that are authorized to access them. 

R2 Utilize an Intermediate System such that the Cyber 
Asset initiating Interactive Remote Access does not 
directly access an applicable Cyber Asset. 

For all Interactive Remote Access sessions, utilize 
encryption that terminates at an Intermediate 
System.

Require Multi-Factor Authentication for all 
Interactive Remote Access sessions.

Thycotic allows organizations to proxy SSH 
and RDP sessions via its solution, and centrally 
manage privileged credentials and the access they 
provide.

Access can be set up to require Two-Factor 
Authentication for all logins. Additional workflows 
can be put in place to require access approval for 
connecting to critical systems through SSH or 
RDP.
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CIP007-6 Systems Security Management
Requirement Description* Thycotic Privilege Management Solution
R3 Deploy method(s) to deter, detect, or prevent ma-

licious code.
 
Mitigate the threat of detected malicious code. 

Have a process for the update of the signatures or 
patterns. The process must address testing and 
installing the signatures or patterns.

Thycotic’s policy-driven privilege management 
solution including application whitelisting, 
blacklisting and greylisting. Administrators can 
control which applications are allowed to run on 
each endpoint and by each type of user, preventing 
malware and other malicious code from executing.

The solution discovers and removes hardcoded 
or hidden administrative credentials that can be 
exploited by malware.

R4 Generate alerts for security events, at a minimum: 
detected malicious code and detected failure of 
event logging. 

Retain applicable event logs identified for at least 
the last 90 consecutive calendar days.

Review a summarization or sampling of logged 
events as determined by the Responsible Entity 
at intervals no greater than 15 calendar days to 
identify undetected cybersecurity Incidents.

All events that occur through Thycotic solutions 
are immutably logged and auditable, to ensure 
that each event can be traced back to a single user, 
account, application and/or endpoint. 

Security teams can identify anomalous login 
behavior as well as malware that has been blocked 
and endpoints that have been targeted.

Security teams receive alerts of any unusual 
behavior so they can respond immediately. Session 
recording and an immutable audit trail allow team 
to review logs at any time.
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R5 • Have a method(s) to enforce authentication of 
interactive user access.

• Identify and inventory all known enabled default 
or other generic account types, either by system, 
by groups of systems, by location, or by system 
type(s).

• Identify individuals who have authorized access 
to shared accounts. 

• Change known default passwords, per Cyber 
Asset capability. 

For password-only authentication for interactive 
user access, either technically or procedurally en-
force the following password parameters: 
• Password length that is, at least, the lesser of eight 

characters or the maximum length supported by 
the Cyber Asset

• Minimum password complexity that is the lesser 
of three or more different types of characters 
(e.g., uppercase alphabetic, lowercase alphabetic, 
numeric, non-alphanumeric) or the maximum 
complexity supported by the Cyber Asset. 

For password-only authentication for interactive 
user access, either technically or procedurally 
enforce password changes or an obligation to 
change the password at least once every 15 calen-
dar months. 

Either limit the number of unsuccessful authenti-
cation attempts or generate alerts after a threshold 
of unsuccessful authentication attempts.

Discovery capabilities allow you to find all 
privileged accounts on your network (local admin 
accounts, domain accounts, service accounts, 
etc.), and an inventory of every application that is 
running on your endpoints.

Thycotic solutions can be synchronized with 
Active Directory to quickly provision users and 
their required access within the products. Each 
login to Secret Server should be tied back to a 
single person, either through Active Directory, 
SAML integration, or an integration with a 3rd 
party identity management solution. In addition, 
each user’s activity is associated with all of the 
activity that occurs within the accessed system for 
reporting and auditing purposes.

Thycotic’s automated password management 
capabilities create, store and rotate passwords 
to match length and complexity requirements, 
while eliminating the need for users to create and 
remember passwords.

Thycotic’s Request Access feature can ensure that 
user privileges must always be authorized by a 
second person. 

Immutable reports demonstrate the number 
of failed log in attempts as well as number of 
malicious applications that have been successfully 
prevented from running. 

HOW THYCOTIC CAN HELP
Thycotic’s privilege access management solution helps you establish safeguards needed to comply with NERC CIP 
requirements and protect critical infrastructure from malicious or negligent behavior. 

Get started with a free trial of Thycotic Secret Server and learn how easy and cost effective it can be to put the 
right privilege controls in place to comply with regulatory requirements and protect confidential information.

*The descriptions have been simplified for the checklist. For exact language, please refer to http://www.nerc.com/pa/Stand/Pages/CIPStandards.aspx.

https://thycotic.com/products/secret-server/start-a-trial/

